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Getting Started Manual

Overview

The Citrix NetScaler product line optimizes the delivery of applications over the Internet and
private networks, combining application-level security, optimization, and traffic management into a
single, integrated appliance. The NetScaler features that you enable and the policies you set are then
applied to incoming and outgoing traffic.

After completing this module, you will be able to:
+ Identify the capabilities, functionality, and features of the NetScaler.

o  Identify basic NetScaler nCore configuration architecture.
o Identify basic NetScaler hardware and components.

o Identify deployment considerations and decide which deployment configurations are best
suited for specific scenarios.

o Perform the initial NetScaler setup and configuration.
«  Obtain, install, and manage NetScaler licenses.

o Describe how to enable, license, upgrade, and initially deploy a NetScaler Gateway
configuration.

Introduction to Citrix NetScaler

You install a NetScaler appliance in your server room and route all connections to your managed
servers through it. The NetScaler features that you enable and the policies you set are then applied
to control and manage incoming and outgoing traffic.

NetScaler Functionality

NetScaler content switching and load balancing dramatically improve the throughput and scalability
of an Internet application infrastructure by decoupling each application request/response flow from
the underlying transport.

Content switching and load balancing ensure the most efficient use of transport protocols and
resources, even in a scenario where all the content is encrypted or compressed.

The NetScaler system manages the complete life cycle of the request/response transaction. With this
management, the NetScaler system is uniquely equipped to direct and control application requests
most efficiently, from the client to the server and back again.

Connection multiplexing (also known as connection reuse) enables the servers to provide all
requested data while handling fewer connections than are received by the NetScaler system.
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This efficient use of the HTTP specification provides a significant boost to the effective capacity of
the server by reducing server CPU load. With this separation, the NetScaler system can use the TCP
proxy architecture to multiplex and reuse the server-side TCP connection independently from a
client-side connection. This reuse of established and idle server-side TCP connections reduces the
TCP overhead on web servers.

NetScaler Overview

Citrix NetScaler is an application switch that performs application-specific traffic analysis to
intelligently distribute, optimize, and secure layer-4 through layer-7 (L4-L7) network traffic for web
applications. For example, a NetScaler system makes load-balancing decisions on individual HTTP
requests rather than on the basis of long-lived TCP connections, so that the failure or slowdown of
a server is managed much more quickly and with fewer disruptions to clients. NetScaler functions
are broadly categorized into features, such as switching, security, protection, and farm optimization.

Switching When deployed in front of application servers, a NetScaler system
ensures ideal distribution of traffic. You can segment application
traffic according to information in the body of an HTTP or TCP
request, and on the basis of L4-L7 header information such as URL,
application data type, or cookie. Numerous load-balancing
algorithms and extensive server health checks improve application
availability by ensuring that client requests are directed to the
correct servers.

Security and Protection NetScaler security and protection features protect web applications
from application-layer attacks. A NetScaler system provides built-in
defenses against denial-of-service (DoS) and distributed denial of
service (DDoS) attacks and supports features that protect
applications against legitimate surges in application traffic that
would otherwise overwhelm the servers. An available, built-in
firewall can protect web applications from application-layer attacks,
including buffer overflow exploits, SQL injection attempts, and
cross-site scripting attacks. In addition, the firewall provides identity
theft protection by securing confidential corporate information and
sensitive customer data.
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Optimization Optimization features offload resource-intensive operations such as

Secure Sockets Layer (SSL) processing, data compression, client
keep-alive, TCP buffering, and the caching of static and dynamic
content from servers. Optimization improves server performance in
the farm and therefore speeds up applications. A NetScaler system
supports several transparent TCP optimizations, which mitigate
problems caused by high latency and congested network links,
accelerating the delivery of applications while requiring no
configuration changes to clients or servers.

Product Features

The key feature sets of a NetScaler system provide:

Application availability
Application acceleration
Application security
Simple manageability
Web 2.0 optimization

Feature accessibility depends on the hardware, licenses, and software of the specific NetScaler
system.

For more information about NetScaler features, see the Citrix NetScaler Datasheet at
http://citrix.com/content/dam/citrix/en_us/documents/products/netscaler-data-sheet.pdf.

Application Availability

The NetScaler system ensures that applications and services are available to all users. The following

table identifies the features supported by the NetScaler system for application availability.
Feature Platinum Edition  Enterprise Edition Standard Edition
L4 load balancing and X X X

L7 content switching

Microsoft SQL, MySQL X X X

AppExpert Rate X X X

Controls

IPv6 support X X X

© Copyright 2016 Citrix Systems, Inc. Module 1: Getting Started 25


http://citrix.com/content/dam/citrix/en_us/documents/products/netscaler-data-sheet.pdf

Feature Platinum Edition  Enterprise Edition Standard Edition

Traffic domains X X X
Global server load X X X*
balancing (GSLB)

Dynamic routing X X

protocols

Surge protection and X X X

priority queuing

TriScale clustering* X X X*

X*: Optional feature

Application Acceleration

The NetScaler system maximizes application performance with its set of powerful acceleration
capabilities, including intelligent data compression, static and dynamic content caching, and
multiple TCP optimizations that improve the efficiency of the network.

The following table identifies the licenses supported by the NetScaler system for enhancing
application acceleration.

Feature Platinum Edition  Enterprise Edition Standard Edition
Client and server TCP X X X

optimizations

Citrix AppCompress X X X*

for HTTP

Citrix AppCache X X*

X*: Optional feature

Application Security

NetScaler protects against a wide variety of threats with integrated security capabilities that protect
application resources, augmenting existing network-layer security protections. The following table
identifies the licenses supported by the NetScaler system for enhancing application security.
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Feature Platinum Edition

Enterprise Edition Standard Edition

L4 DoS defenses X X X
L7 rewrite and X X X
responder

NetScaler Gateway, SSL X X X
VPN

XenMobile NetScaler X X

Connector

SAML2 support X X X
AAA for traffic X X

management

Citrix Application X X*

Firewall

Citrix XML Firewall X X* NetScaler CloudBridge

X

X*: Optional feature

Simple Manageability

The NetScaler system provides key features for simple manageability:

NetScaler Insight Center (HDX Insight not included in Standard Edition)

AppExpert visual policy builder
Action Analytics

AppExpert service callouts, templates, and visualizers

Role-based administration and Authentication, Authorization, and Auditing (AAA) for

administration
Configuration wizards
Native Citrix Web Interface

Citrix Command Center for manageability
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Front-end and TCP Protocol Optimizations

The following table identifies the licenses supported by NetScaler for Front-end and TCP protocol
optimizations.

Feature Platinum Edition  Enterprise Edition Standard Edition

Content Layout X X

Domain Sharing X X

Image Optimization X X

Style Sheets and X X

Javascript Optimzation

Multi-path TCP X X X
BIC and Cubic TCP X X X

Lower Total Cost of Ownership

NetScaler reduces the total cost of ownership with web cache redirection. In the Enterprise and
Platinum editions, you can automatically direct requests with content not cached on NetScaler to
your cache farm. In addition, these editions include N-tier multilayer load balancing support of
cache servers.

Discussion Question

Which NetScaler features do you or your organization plan to implement and why? Are there any
NetScaler features that you would not implement for specific reasons?

Hardware Platforms

NetScaler product is available in three different appliance options to match the broadest range of
business, performance, and deployment requirements.

«  NetScaler MPX contains a full portfolio of hardware-based application delivery appliances
delivering 500 Mbps to 120 Gbps of performance.

o NetScaler SDX hardware-based appliances with advanced virtualization can consolidate as
many as 40 independently-managed NetScaler instances with as much as 50 Gbps of overall
performance.
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+  NetScaler VPX software-based virtual appliances run on widely deployed hypervisors and
support 10 Mbps to 3 Gbps performance levels.

_ The full suite of NetScaler capabilities is now available on the Amazon Web Services
‘ (AWS) environment.

Platform NetScaler MPX NetScaler SDX NetScaler VPX
Performance
System throughput, 0.5 - 120 4-50 Up to 3.0

Gbps (range)

HTTP requests/sec
(range)

SSL transactions/sec
(2K key certificates)
(range)

SSL throughput, Gbps

(range)

Compression
throughput, Gbps
(range)

SSL VPN: concurrent

users

175,000 - 4,700,000

1,500 - 560,000

0.5-75
0.5-14.7
5,000 - 35,000

600,000 - 3,700,000

8,000 - 98,000

35-11

24-10

30,000

Up to 100,000

Up to 500

Up to 1.0

Up to 0.75

Up to 500

NetScaler appliances are automatically compliant with the RoHS (Restriction of Hazard Substances)
directives, as well as the WEEE (Waste Electrical & Electronic Equipment) directive. The NetScaler

MPX appliance is SVHC (Substance-of-Very-High-Concern) compliant.

In addition, Citrix offers NetScaler MPX appliances that are FIPS (Federal-Information-Processing-
Standard) compliant and support more than 4.5 Gbps of SSL throughput. For more information
about FIPS-enabled NetScaler systems, see Citrix article CTX129543 at http://support.citrix.com.

For more information about NetScaler platforms, see the Citrix NetScaler Datasheet at
http://citrix.com/content/dam/citrix/en_us/documents/products/netscaler-data-sheet.pdyf.
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Hardware Components

Each NetScaler system includes specific components. Some of these components are easily
accessible on the exterior of a NetScaler appliance but should not be removed. The following are
images of a NetScaler MPX appliance.

LCD Keypad Console Port

Management Ethernet

£ee Ports Ports

Compact Flash Card Power Switch
| Serial Number Label

" NMI Button , - - ,
Hard Disk Drive  USB Port  (recessed) Disable Alarm _ Power Supplies
Button (shown with optional
redundant power supply)

Redundant power supplies are also available as an option on all NetScaler appliances. These power
supplies are interchangeable while the appliance is operating, which allows you to replace one
power supply without shutting down the appliance, provided the other power supply is working.
For more information, see the latest NetScaler Quick Start Guides on http://support.citrix.com.

Network and Serial Interfaces

On all physical NetScaler appliances, the network interfaces are on the front of the appliance.

The RS232 serial console port on the front of most NetScaler appliances provides a direct
connection between the appliance and a workstation or laptop, allowing direct access to the
appliance for initial configuration or troubleshooting.

For VPX appliances, the console is accessible using Hypervisor management tools.

File System

Important NetScaler data systems include:

o« RAM Drive
o  Flash Memory
« Hard Disk
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The RAM drive is mounted on the root or / file system. During operation, binaries are run from
the RAM drive. The running configuration files for BSD-level tools are used from the /etc file
system residing on the RAM drive.

. BSD (Berkeley Software Distribution) is a Unix operating system derivative. The NetScaler
} software runs on a FreeBSD operating system.

The flash memory is mounted in the NetScaler system as /f1lash. During startup, the RAM drive
is initially populated from a compressed build file residing on the flash drive, and then the
configuration files needed for BSD-level processes are copied from the /nsconfig directory on
the flash drive into the /etc directory in the RAM drive. The /nsconfig directory is then
linked to the /flash/nsconfig directory as a shortcut. When a save configuration command is
executed, the running (in-memory) configuration is saved to this directory. The flash drive is on
the back of the appliance; do not remove the flash drive.

The NetScaler system hard disk is used to store log data and core files and is used as long-term
storage for unused NetScaler firmware builds. The /var directory represents the physical hard
disk. The hard disk is on the back of the appliance; do not remove the hard disk.

r N In some NetScaler modules, the hard disk has been replaced with a solid state drive (SSD).

nCore Configuration Architecture

NetScaler nCore uses multiple CPU cores for packet handling. The NetScaler nCore architecture
includes the underlying NetScaler kernel and the cores, which are separate packet engines. The
packet engines are designed to work independently. However, the cores communicate with each
other through core-to-core messaging.

Commands that change the configuration are sent, by default, to all packet engines. Commands
that do not change the configuration are sent to PE-0. Dist_send handles connection management,
sends and receives commands and data to and from the packet engines and rolls back a single
input-output control (IOCTL) command if it fails on any one packet engine. If the packet engine
moves to the user space, it needs to be able to pick up packets from the user space as well.

The queues of the network interface cards (NICs) are initiated in the kernel and then sent to the
packet engine in the user space without involving the kernel. This function preserves the line rate
and does not introduce the kernel as an intermediary.
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The above image shows the following components:
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"PE" represents a packet engine.
"GUI" represents the configuration utility and other graphical user interfaces.
"CLI" represents the command-line interface.

"nsaggregator” collects and monitors data from the packet engines and communicates with
various aggregator clients, such as:

o "nscollect"

o "nsconmsg"

« 'stat" command

o "snmpd"

"newnslog" contains the performance data stored by nsconmsg.

The distributor sends configuration commands to all of the packet engines.

"nsnetsvc" includes the distributor module, which talks to the kernel and packet engines.

“nsconf" contains all of the configuration information.

For more information, see the following document:
http://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/citrix-
netscaler-ncore-tecnology.pdf
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Deployment Scenarios

You can integrate the NetScaler system into any network, either as a complement to existing load
balancers, servers, caches, and firewalls, or as a standalone solution that can provide one or more of
those functions. A successful NetScaler deployment requires planning for the correct deployment
type, as well as a full migration of current network functions.

NetScaler deployment options include:

o New technology

o Displacement

New Technology

The following illustrates a new technology deployment scenario in a high-availability scenario.
Before starting a new technology deployment, you should map out the network architecture to
maximize the placement of the NetScaler system. The mapping process should include identifying
current network functions and deciding which additional NetScaler functions will be added.
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Displacement

The following figure illustrates a displacement deployment where a NetScaler system (inserted in-
line) replaces another traffic manager and attempts to meet the configuration of the old device. The
NetScaler system often provides superior performance and more compelling functionality compared
to that offered by other traffic managers.

You can deploy NetScaler systems in many scenarios to replace other products. As with a new
deployment, it is critical with displacement to analyze and decide how to replicate the current
functions of the network before deployment. Doing so ensures that network features are properly
migrated to the new setup. You should explore new functionality only after you ensure that the
existing functions are replicated.
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A NetScaler SDX appliance is a true service delivery platform for enterprise and cloud datacenters.
An advanced virtualized architecture supports multiple NetScaler instances on a single hardware
appliance, while an advanced control plane unifies provisioning, monitoring, and management to
meet the most demanding multi-tenant requirements.

With NetScaler SDX, each instance runs as a separate virtual machine with its own dedicated
NetScaler kernel, CPU resources, memory resources, address space, and bandwidth allocation.
Network I/O is performed in a way that not only maintains total system performance but also
enables complete segregation of each tenant's data-plane and management-plane traffic.

NetScaler SDX effectively delivers multiple virtual application delivery controllers (ADCs) by
enabling fully isolated and independent NetScaler instances to run on a single appliance. A
significant difference compared to other implementations of the virtual devices concept, however, is
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that NetScaler SDX provides complete isolation. As a result, memory, CPU cycles, and SSL cards
are allocatable resources that you can move around and definitively assign to different NetScaler
instances. This characteristic, namely complete isolation, is important since NetScaler processing is
application centered.

NetScaler Gateway Overview

Citrix NetScaler Gateway is a secure application access solution that provides administrators with
granular application-level policy and action controls to secure access to applications and data while
allowing end users to work from anywhere. It gives IT administrators a single point of control and
tools, to help ensure compliance with regulations and the highest levels of information security
across and outside the enterprise. At the same time, it empowers end users with a single point of
optimized access to the enterprise applications and data they need. This unique combination of
capabilities helps maximize the productivity of today's mobile workforce.

NetScaler Gateway includes the following functionality:

Secure Remote Access Transmitted data is protected by industry standard SSL encryption.

Granular Control User devices can be scanned to determine whether they meet the
criteria that is deemed necessary for access to resources. If they fail
the scan, a more limited set of resources can be provided instead.

Single point of access Whether providing end users with VPN functionality or simply the
ability to access published applications and desktops remotely, the
NetScaler Gateway can be a single point of access for both.

Regulatory compliance NetScaler Gateway can help organizations to provide levels of access
that meet some of the highest regulatory compliance requirements.

Client choices End users determine which connection method is suitable for the
task that they need to complete. Administrators can also specify
whether to present only a single option or multiple options,
depending upon the connecting device.
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Integration with XenApp  Integration with Citrix XenApp and XenDesktop allows

and XenDesktop administrators to use SmartAccess functionality. SmartAccess allows
session-specific settings to be applied to XenApp or XenDesktop
sessions, based upon the outcome of a NetScaler Gateway scan. For
example, SmartAccess can determine that a device is not a domain
member and therefore not allow it to use clipboard redirection.

Administrators can also use technologies such as clientless access to enable end users to securely
access application data such as Microsoft Outlook Web Access or SharePoint, without the need for
installing any client software. File shares can also be presented to end users, enabling simplified
access to the corporate environment through a single access interface.

. For more information about features and platform specifications, see the NetScaler
‘ Gateway Data Sheet at http://www.citrix.com.

NetScaler Gateway Platforms

You can install NetScaler Gateway in any network infrastructure without making changes to the
existing hardware or back-end software. NetScaler Gateway works with other networking products,
such as server load balancers, cache engines, firewalls, routers, and IEEE 802.11 wireless devices.

MPX Appliance

The hardware version of NetScaler Gateway is a NetScaler MPX appliance. It supports classic and
nCore NetScaler Gateway software deployments. This appliance supports Versions 9.2 - 11.0 of the
NetScaler Gateway software.

r . NetScaler Gateway 10 or later must run on an nCore version of the appliance.

VPX

Citrix NetScaler Gateway VPX is a virtual appliance that delivers the same features and
functionality as the physical appliance. You can deploy NetScaler Gateway VPX as a virtual
workload on your own hardware, in addition to or as an alternative to using a physical appliance.

NetScaler Gateway VPX supports the following software versions:

+  NetScaler Gateway 11.0
»  NetScaler Gateway 10.5
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+  NetScaler Gateway 10.1
o NetScaler Gateway 10
o Access Gateway 9.3, Enterprise Edition

You can install the software on your hypervisor of choice and receive the same configuration
options as with the physical appliance. End-user connections work the same as with the virtual
appliance, and you can use the same settings that you configure on the physical appliance.

Initial NetScaler Access

The NetScaler administrator account is nsroot, and the default password is nsroot. The nsroot
account is part of the default configuration. Citrix recommends that you change the default
password during installation.

You can access the NetScaler system through the GUI-based configuration utility or the command-
line interface. You can configure the start menu and timeout-session in the configuration utility
logon window.

You can log on to the NetScaler configuration utility when the system and software requirements
for the workstation have been met.

You can access the command-line interface directly by connecting a workstation to the NetScaler
serial port or by using SSH to connect to the NetScaler IP address.

_ The NetScaler MPX has an initial IP address of 192.168.100.1. The NetScaler VPX must be
‘/ assigned an IP address through the console on first start.

NetScaler Licenses

You must properly license a NetScaler system before you can deploy it to distribute, optimize, or
secure network traffic for web applications. After you have obtained the licenses, you must install
them on your appliance and then verify that you have enabled the features corresponding to the
licenses. If you do not install a license on the appliance, the First-time Setup Wizard appears, which
provides options for licensing, including license installation.

Possible licenses include:

o NetScaler platform license

»  NetScaler upgrade license

o NetScaler option licenses

o NetScaler Gateway Universal license

o NetScaler Gateway Platform license

The NetScaler platform license is responsible for enabling all necessary features and includes five
SSL VPN connections. This license is allocated by default to hostname "ANY". The rest of the
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NetScaler licenses need to be allocated to the Host ID (MAC) of the appliance in order to enable
the corresponding features. In the case of high availability, two licenses are required. For more
information about licensing your NetScaler, see Citrix article CTX121062 at
http://support.citrix.com.

NetScaler option licenses, provides enablement of additional features to augment the features
already supported by the platform license. These option features include AppCompress, AppCache,
Application Firewall, Global Server Load Balancing (GSLB), and EdgeSight for NetScaler. NetScaler
options licenses are not mandatory.

By purchasing an upgrade license, you can upgrade your NetScaler from one edition to another.
For example, customers with Standard Edition may purchase the Standard Edition upgrade to
Enterprise or Platinum Edition.

The NetScaler Gateway Universal license allows you to increase SSL VPN concurrent usage so that
you are not restricted to five SSL VPN connections. It floats across high availability pairs. You
allocate the universal license to the NetScaler Licensing Hostname, which you can configure in
/nsconfig/rc.conf.

A NetScaler Gateway Platform License is required for enabling ICA connections to Citrix
XenDesktop desktops and applications. This license supports as many as 10,000 ICA connections.
This license floats across high availability pairs as well. You must allocate this license to the
NetScaler Licensing Hostname. For more information about configuring unlimited ICA
connections, see Citrix article CTX125567 at http://support.citrix.com.

NetScaler Gateway Licensing

Before you can deploy NetScaler Gateway to support end-user connections, the appliance must be
properly licensed.

you save a backup copy of the configuration file, all uploaded license files are included in
the backup. If you need to reinstall the NetScaler Gateway appliance software and do not
have a backup of the configuration, you will need the original license files.

r . Citrix recommends that you retain a local copy of all license files that you receive. When

Before installing licenses on NetScaler Gateway, set the host name of the appliance and then restart
NetScaler Gateway. You use the Setup Wizard to configure the host name. When you generate the
Universal license for NetScaler Gateway, the host name is used in the license.

NetScaler Gateway License Types

NetScaler Gateway requires a Platform license. To allow connections to the network through the
NetScaler Gateway plug-in, you must also add a Universal license. NetScaler Gateway VPX includes
the Platform license.
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Platform License

The Platform license allows end-user connections to published applications on XenApp or virtual
desktops from XenDesktop. Connections through Citrix Receiver do not use a NetScaler Gateway
Universal license for each connection. These connections only need the Platform license. The
Platform license is delivered electronically with all new NetScaler Gateway orders, whether physical
or virtual. If you already own an appliance covered by a warranty or maintenance agreement, you
can obtain the Platform license through the Product Upgrades/Fulfillment toolbox on the Citrix
website.

Universal License

The Universal license limits the number of concurrent user sessions to the number of licenses you
purchase. The Universal license supports the following features:

o  Full VPN tunnel
«  Endpoint analysis
+  Policy-based SmartAccess

o Clientless access to web sites and file shares

If you purchase 100 licenses, you can have 100 concurrent sessions at any time. When a user ends a
session, that license is released for the next user. A user who logs on to NetScaler Gateway from
more than one device occupies a license for each session.

your desired amount. The global setting limits overall connections to the appliance, and

r _ When you add a Universal license, it is important to adjust the "Max Users" setting to
»‘ the virtual server setting limits connections for each NetScaler Gateway virtual server.

When you receive your NetScaler Gateway appliance, licensing occurs in the following order:

You receive the License Authorization Code (LAC) by email.
You use the Setup Wizard to configure NetScaler Gateway with the host name.

You allocate the NetScaler Gateway licenses from the Citrix website. Use the host name to bind
the licenses to the appliance during the allocation process.

4. You install the license file on NetScaler Gateway or your license server.

An Express license is also available for NetScaler Gateway VPX. It allows as many as five
concurrent user connections. For more information about NetScaler Gateway licensing, see Citrix
product documentation at http://docs.citrix.com.

NetScaler Gateway Licensing Considerations

After you install NetScaler Gateway, you are ready to obtain your Platform or Universal license files
from Citrix. You log on to the Citrix website to access your available licenses and generate a license
file. After the license file is generated, you download it to a computer. When the license file is on
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the computer, you then upload it to the NetScaler Gateway. For more information about obtaining
your license files, see Citrix product documentation at http://docs.citrix.com.

NetScaler Gateway appliances in different locations can share the same license file to

r . You can install the same license on multiple NetScaler Gateway appliances. In addition,
. facilitate disaster recovery deployments.

Before proceeding with your Universal license installation, verify that your Platform license is
installed correctly.

licenses do not appear in the console. A common cause is a host name mismatch, which is

r _ Reviewing the license log file in the var/log directory is a useful troubleshooting step when
noted in the log.

To Install the NetScaler Gateway License

To install the NetScaler Gateway or NetScaler license using the configuration utility:
1. In a web browser, type the IP address of the NetScaler Gateway or NetScaler system, such as
http://192.168.100.1.

2. In the User Name and Password fields, use the credentials of a NetScaler administrator
account.

3. Browse to Configuration > System, and then click Licenses.

In the details pane, click Manage Licenses. If the /nsconfig/license directory does not exist, you
are prompted to create it.

Click Update License and then select Upload License Files.

In the Select License Files dialog box, browse to the location of the license files and select the
file you want to upload.

Click Reboot to apply the license.

In the Reboot dialog box, click OK to proceed with all the changes. Click Close to cancel the
changes.

NetScaler Gateway Pre-Installation Checklist

Citrix provides a template for a pre-installation checklist that covers many different deployment
options, ensuring that all of the key information is captured and ready for the deployment. For
more information about pre-installation checKklists, see Citrix product documentation at
http://docs.citrix.com.

It is highly recommended that you review the checklist before implementing NetScaler Gateway in
your environment.
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Replacing Secure Gateway

Citrix Secure Gateway is limited to supporting only XenApp or XenDesktop 5.6 sessions.
XenDesktop 7 does not support Secure Gateway or Web Interface. However, NetScaler Gateway
provides enhanced functionality for the following:

o Additional protocols

o Access to email, web applications, and file shares
o Support for Citrix Receiver

o Integration with Citrix XenMobile

« VPN functionality

Deploying NetScaler Gateway as a replacement for Secure Gateway also allows an administrator to
remove the existing Windows Server that is running Secure Gateway from the perimeter network.

For additional information about replacing Secure Gateway with NetScaler Gateway, see Citrix
product documentation at http://docs.citrix.com.

Configuring NetScaler Gateway For First-Time Use

To configure NetScaler Gateway for the first time, you need an administrative computer configured
on the same network as the appliance.

You must assign a NetScaler Gateway IP (NSIP) address as the management IP address of your
appliance and assign a subnet IP (SNIP) address to which your servers can connect. You assign a
subnet mask that applies to both NetScaler Gateway and SNIP addresses. You must also configure a
time zone. If you assign a host name, you can access the appliance by specifying its name instead of
the NSIP address.

There are two sections in the First-time Setup Wizard. In the first section, you configure the basic
system settings for the NetScaler Gateway appliance, including:

o NSIP address, SNIP address and subnet mask
o  Appliance host name

o DNS servers

o Time zone

In the second section, you install licenses. If you specify the address of a DNS server, you can use
the hardware serial number (HSN) or license activation code (LAC) to allocate your licenses,
instead of uploading your licenses from a local computer to the appliance. Citrix recommends
saving your licenses to your local computer.

When you finish configuring these settings, NetScaler Gateway prompts you to restart the
appliance. When you log on to the appliance again, you can use other wizards and the
configuration utility to configure additional settings.
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Settings Configuration

NetScaler Gateway provides wizards for configuring connections to hosted resources. These wizards
are designed to guide an administrator through the deployment of NetScaler Gateway and automate
some tasks based on responses entered in the wizard. For example, HTTP to HTTPS redirection
can be automatically configured, using a fully qualified domain name that an administrator specifies
during the wizard.

The wizards can be run by selecting the NetScaler Gateway node within the configuration utility
and then selecting the relevant wizard under the Getting Started menu.

NetScaler Gateway Wizard

The NetScaler Gateway Wizard provides integration with App Controller, Citrix StoreFront Services
and Web Interface. When you complete the wizard, NetScaler Gateway can communicate with App
Controller or StoreFront and end users can access the following resources:

o  Windows-based applications

o Virtual desktops

o Web applications

«  Software-as-a-Service (SaaS) applications

o Mobile applications

StoreFront is used to provide access to Windows based applications and desktops; it also replaces
Citrix Web Interface.

Before running the wizard to configure the NetScaler Gateway, gather the following information:

Wizard Component Requirement

Virtual Server Name, IP address, and port A descriptive name for the virtual server and
the IP address and port that the gateway will
listen on.

Redirection from an unsecured to a secure port Provide the fully qualified domain name of the
NetScaler Gateway, which will then be used to
redirect connections made on port 80 to the
secure port.

LDAP Server Domain controller location and LDAP bind
account details.

RADIUS Server Location of two-factor RADIUS server.
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Wizard Component

DNS Server

App Controller, StoreFront and Web Interface

Requirement

DNS Server to be used for client connections,
typically only used when a client establishes a
VPN connection with the NetScaler Gateway
plug-in.

Specify the FQDN of AppController, StoreFront
server or Web Interface services.

Running the NetScaler Gateway Wizard allows you to configure a NetScaler Gateway virtual server
and provide information that is then configured globally.

Wizard Component

Create a virtual server

Specify a server certificate

Configure Name Service
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Requirement

Enter an IP address, port and virtual server
name.

The following options are available:
e Use a test certificate
o Install a new certificate

e Use an installed certificate

The certificate will then be bound to the
gateway and presented to devices when SSL
connectivity is established.

Specify DNS and WINS addresses. DNS is
mandatory, WINS is optional. DNS or WINS
can be set as the preferred name resolution
service.
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Wizard Component Requirement

Configure Authentication Provide the location of primary authentication
source. This can be:

« RADIUS
o LOCAL (users based on NetScaler Gateway)
o LDAP (Active Directory uses this option)

« TACACS
e CERT
« SAML
« SAML IDP
« DFA
« Web
Configure Additional Settings Specify the default authorization action, allow or

deny. Provide the fully qualified domain name
to which end users should be redirected if they
attempt to access the gateway through an
unsecured port. This simplifies configuration by
ensuring that if a user who inputs http://
instead of https://, is redirected to https://.

Configure Clientless Access Specify whether end users should be able to use
Clientless Access to access resources. This
setting can be overridden with session policies,
allowing granular levels of access. Provide the
host name for any SharePoint servers that
clientless access will use. This ensures that
clientless access functions correctly with
SharePoint.

The NetScaler Gateway Wizard allows the use of a test certificate while an administrator requests a
suitable SSL certificate from a CA. If this certificate is to be used for testing, the Root CA certificate
must be imported into the end user's device as a trusted Root CA. This certificate is offered for
download by NetScaler Gateway when selecting the option to use a test SSL certificate.

NetScaler for XenApp and XenDesktop Wizard

The NetScaler for XenApp and XenDesktop Wizard enables you to configure access to servers
running Citrix XenApp or XenDesktop.
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Wizard Component Requirement

Select a Virtual Server Choose an existing NetScaler Gateway virtual
server.
Configure client connections Provide a primary Web Interface server address

and provide a backup if one is available. Provide
the domain's name, so that single sign-on
functions correctly. Add any STA servers that
should be used for ticketing and ensure that
these are configured identically on Web
Interface.

Configure SmartAccess Select any policies that should be bound to the
gateway and specify the order of priority. These
policies can then be configured in XenApp or
XenDesktop for SmartAccess use.

End-User Access with the FQDN

End users gain access to the gateway by using the fully qualified domain name (FQDN) of a
NetScaler Gateway virtual server. SSL certificates are generally assigned to fully qualified domain
names, which enables a device to verify the identity of the server it is connecting to. When
requesting an SSL certificate, it is important to ensure that the correct fully qualified domain name
is specified.

A fully qualified domain name is provided to end users to enable access. For example,
portal.example.com could be the fully qualified domain name that is used to gain access to a
NetScaler Gateway virtual server.

To View an Imported Certificate FQDN

To view the fully qualified domain name of a certificate that has been imported to the appliance
take the following steps in the configuration utility:

1. In the navigation pane, expand Traffic Management>SSL, and then click Certificates.
2. In the details pane, select a certificate, and then click Action, then Details.

3. In the Certificate Details dialog box, expand Subject. The FQDN of the certificate appears in
the lower pane.

Configuration Testing

An important step when deploying a NetScaler Gateway appliance is to test all components.
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Accessing a NetScaler Gateway virtual server by using an IP address over HTTPS results in an SSL
certificate warning. To work around this, modify the device's host file to map the IP address to the
host name specified on the SSL certificate for the duration of testing. This will allow full
functionality to be tested using the applied SSL certificate.

Testing can easily be completed by using either the fully qualified domain name of the appliance or
the IP address in a web browser-based session.

. XenApp and XenDesktop applications will not launch through the Web Interface if
‘/ certificate warnings are present.

Policies can also be tested during this phase. To determine the possible results of analysis scans,
bind and unbind test policies with endpoint analysis expressions configured during this phase.

Name Service Providers Configuration

NetScaler Gateway allows you to define a DNS server that should be used for connections. DNS
provides name resolution services to networks. Ensuring that name resolution functions correctly is
an important step to ensuring a smooth experience for end users.

By using the NetScaler Gateway Wizard you can set the DNS server addresses that should be used
globally, and determine whether DNS is the preferred name resolution method.

WINS servers are supported and can be used if required. You should at least specify a DNS server.

For additional information about adding DNS servers, see Citrix product documentation at
http://docs.citrix.com.

Performing an Upgrade

To upgrade the system software on NetScaler units in a high availability (HA) pair, first upgrade
the secondary node and then the primary node.

Upgrading a Standalone NetScaler System

The NetScaler system can be upgraded in the configuration utility by using the Upgrade Wizard.
Citrix recommends using the CLI.

If you use the command-line interface, use the following process to upgrade a standalone NetScaler
system:

1. Create a backup copy of the ns. conf file, using the save to file option at
System\Diagnostics\Saved Configuration.
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r . You should back up a copy of the configuration file on another computer.

Create a release number nsinstall subdirectory in the /var/nsinstall directory.

Change directory to /var/nsinstall/<release number>nsinstall, create a
directory named "build_<targetbuildnumber> and change to this directory.

4. Download and extract the contents of the installation package to the
/var/nsinstall/release number/build folder.

Run the installns script to install the new version.

6. When prompted, restart the NetScaler system.

_ For more information about upgrading a standalone NetScaler, see the following CitrixTV
} video at http://video.citrix.com/tv/#videos/9686

Save the Configuration

Like many networking devices, NetScaler Gateway allows you to have both a running configuration
and a saved configuration. A saved configuration is loaded at startup and contains all changes that
were present in the previous saved configuration.

Use either of the following methods to save the configuration:

» Running the save config command from the command-line interface

o  Clicking the Save button in the configuration utility

Running Configuration

The running configuration contains all of the completed changes, including any that have not been
saved. The running configuration is often used to test changes. If any issues are encountered, the
configuration is reloaded when the device restarts.

To display any differences between the running and saved configurations, do the following in the
configuration utility.

1. In the navigation pane, expand System, and then click Diagnostics.

2. In the details pane, under View Configuration > Saved v/s running configuration.

Discussion Question

Which tools do you currently use for configuration testing, and what is your typical process for
configuration testing?
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Basic Networking Manual

Overview

A NetScaler is usually deployed in front of a farm and functions as a transparent TCP proxy
between clients and servers, without requiring any client-side configuration. To facilitate efficient
and secure access to server resources, a NetScaler uses a set of IP addresses collectively known as
NetScaler-owned IP addresses. To manage your network traffic, you assign NetScaler-owned IP
addresses to virtual entities that become the building blocks of your configuration.

The NetScaler system is fundamentally a TCP proxy that separates the client connections from the
server connections and manages separate connection tables for client and server connections. The

NetScaler responds to client connections that are targeted at servers residing behind it, hiding the

network topography and enforcing traffic security by acting as a single gateway that clients use to

access the network.

After completing this module, you will be able to:

+  Identify basic NetScaler networking architecture.

o+ Identify the IP address types that can be assigned to a NetScaler and the purpose of each
address.

o  Explain how the NetScaler fits into your network topology.

o Identify deployment considerations, and the advantages and disadvantages of specific
deployment considerations.

« Configure virtual LANs (VLANs) and determine when to split your LAN into multiple VLAN.

« Identify the IP routing methods best suited for an environment.

OSI Networking Model

The Open Systems Interconnection (OSI) model, which is the accepted standard for
‘ describing networking technology, categorizes networking functionality into seven layers.

Layer Description

Physical Layer (1) The physical layer specifies the hardware
standards for sending and receiving
informational bit streams over a communication
channel. This layer defines connector and
interface specifications and cable requirements.
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Layer

Data Link Layer (2)

Network Layer (3)

Transport Layer (4)

Session Layer (5)

Description

The data link layer provides physical addresses
for devices so that they can access a network to
send and receive data. This layer furnishes
transmission protocol knowledge and
management.

The network layer determines how packets are
routed and forwarded from one route to
another. Routes are dependent on static tables
that are built within the network. However, each
path is calculated dynamically at the beginning
of the conversation. This layer provides an end-
to-end logical addressing system.

The transport layer provides communication
(typically TCP or UDP protocols) between
devices through a network. This layer handles
error checking, network segmentation and
multiplexing.

The session layer permits end users to establish
sessions in which they can log on to a remote
time-sharing system or transfer data between
devices. This layer provides a service to manage
communication control, synchronization and
token management.

Presentation Layer (6)

Application Layer (7)

The presentation layer determines how
applications represent incoming and outgoing
data. This layer includes encryption,
compression, graphics formatting and content
translation.

The application layer provides the end-user
interface for a device connected to a network.
This layer is not synonymous with the
application itself.

NetScaler Architecture Overview

The NetScaler system is fundamentally a TCP (layer-4) proxy that separates the client connections
from the server connections and manages separate connection tables for client and server
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connections. The NetScaler system can provide great traffic optimization as a gateway device by
multiplexing client connections to web servers.

As a TCP proxy device, the NetScaler system responds to client connections that are targeted at
servers residing behind it. It therefore hides the network topography. The NetScaler system can
enforce traffic security by acting as a single gateway that clients use to access the network.

Citrix NetScaler

Client < S Q . , Backend
Server

Client IP Virtual IP MIP/SNIP Server IP
Address Address Address Address
- P >

g”

The NetScaler system is not a UDP proxy. However, it still proxies the IP address, sourcing from a

mapped IP address or subnet IP address as normal. This behavior can be turned on and off at a
granular level.

For a list of the communication ports used by NetScaler and other Citrix technologies, see

r {  http://support.citrix.com/servlet/KbServlet/download/2389-102-
/ 706706/CitrixPorts_by_Product_and_Port_v2013_d.pdf

NetScaler IP Addresses

In the above figure, the virtual IP address and MIP/SNIP address are NetScaler owned IP addresses.

The NetScaler system uses the following types of NetScaler owned IP addresses for management
and proxying connections to the server:

o NetScaler IP (NSIP) addresses
o Mapped IP (MIP) addresses

o  Subnet IP (SNIP) addresses

e  Virtual IP (VIP) addresses
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NetScaler IP Address

The NetScaler IP address (NSIP) is a unique IP address and the primary address for management
and general system access. When NetScaler systems participate in a high-availability configuration,
the NSIP address is used for primary communication between members of the high-availability
configuration, and the NSIP is the only active IP address on the secondary member in a high-
availability pair. The NSIP can be accessed from any enabled interface on the NetScaler system.

An NSIP address must be configured on a new NetScaler system. The default IP address and
netmask is 192.168.100.1/16 (255.255.0.0).

Configuring an initial NSIP address or changing the NSIP address or subnet mask requires a restart
of the NetScaler system. When using the command-line interface to change the configuration, first,
save the configuration, then change the NSIP address, and then restart the NetScaler system.

Configuring a NetScaler IP Address

You can configure NSIP addresses through the Setup Wizard or through the command-line
interface.

In the configuration utility, the NSIP can be changed only by running the Setup Wizard, located in
the System > Setup Wizard node.

In the command-line interface, type the command below to start the text-driven utility for
configuring and saving the NSIP address or subnet.

config ns

Or you can configure a NetScaler IP address directly, using the set ns config command.

set ns config -Ipaddress <IP address> -netmask <Subnet mask>

Mapped IP Address

A mapped IP (MIP) address is used for external connections from the NetScaler system. MIP
addresses are used for connectivity in the absence of an SNIP address. For example, the MIP
address is the proxy IP address of last resort. A MIP address, like a SNIP address, is used as the
proxy address for NetScaler system-to-server communication. MIP addresses are still used even
when the USNIP mode is globally disabled.

The MIP address should be available across all subnets and should never be bound to a VLAN. It is
active only on the primary unit of a high-availability pair, like every other IP address on the system
other than the NSIP address and shows as passive on the secondary unit.

When both an MIP address and a SNIP address are configured on the same subnet, the NetScaler
system by default (USNIP mode enabled), uses the SNIP address to communicate with servers. If
USNIP mode is disabled, the MIP address is used.
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If multiple MIP addresses are present on a subnet, the NetScaler uses the MIP addresses in a
round-robin fashion.

Configuring a Mapped IP Address

You can configure MIP addresses by defining an IP address and a subnet mask.
In the configuration utility, expand the Network > IPs node.

In the command-line interface, type:

add ns ip <IP address> <Subnet Mask> -
mgmtAccess [Enabled | Disabled] -type MIP

Subnet IP Address

A subnet IP (SNIP) address is used in connection management and server monitoring. A SNIP
address gives the NetScaler system an Address Resolution Protocol (ARP) presence in subnets to
which the system might not be directly connected.

A NetScaler system should have a SNIP address configured for each directly connected subnet.
When a SNIP is added to a NetScaler system, a static route entry is automatically added to the
NetScaler system routing table; this route identifies the SNIP address as the default gateway on the
NetScaler system for the corresponding subnet.

The Use Subnet IP (USNIP) mode can affect how a SNIP address is used by the NetScaler system
to communicate with servers. With USNIP mode enabled (which is its default setting), the SNIP
address functions as a proxy IP address, serving as the NetScaler-side end point for connections to
the servers. In this mode, the SNIP address is the source IP address in the packets that a server
receives from the NetScaler system.

If USNIP mode is disabled, the SNIP address is not used to send traffic from the NetScaler system
to the servers. Instead, a mapped IP address must be available. In most environments, USNIP mode
is left enabled.

Individual SNIP addresses can be enabled for management access. When management access is
enabled, connections to the NetScaler command-line interface over SSH, and connections to the
web-based configuration utility, can be made using the SNIP address (as if it were an NSIP
address). Using management-enabled SNIP addresses allows you to connect to the NetScaler system
from a subnet other than the one in which the NSIP is located. It also simplifies managing
NetScaler systems in a high-availability configuration, since only the primary unit will respond to
the SNIP. Management access is not enabled by default. Unlike the NSIP address, but like every
other type of IP address, SNIP addresses are active only on the primary unit of a high-availability
pair. They are passive on the secondary unit.

If multiple SNIP addresses are present on a subnet, the NetScaler alternates between the SNIP
addresses in round-robin manner when communicating with servers.
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Configuring a Subnet IP Address

You can configure SNIP addresses by defining an IP address and a subnet mask.
In the configuration utility, expand the Network > IPs node.

In the command-line interface, type:

add ns ip <IP address> <Subnet Mask> -
mgmtAccess [Enabled | Disabled]

directly with interfaces (MAC addresses). As a result, all SNIP addresses are available on

r . Because of the default behavior of the NetScaler system, IP addresses are not associated
all interfaces by default.

Virtual I[P Address

Virtual IP (VIP) addresses are assigned to virtual servers on the NetScaler system and used for
client-to-Netscaler communication. A VIP address is usually presented to the clients as a logical
abstraction of a physical server behind the NetScaler system.

When the VIP address is a public IP address, it usually corresponds to the DNS entry for a domain.
A VIP address is automatically created when a virtual server is added. A virtual server is identified
as a unique combination of IP address and port number.

Disabling or changing the status of a VIP address will affect all virtual servers using the VIP
address.

To configure a virtual IP address

A VIP is typically associated with a virtual server, and some of the attributes of the VIP are
customized to meet the requirements of the virtual server. You can host the same virtual server on
multiple NetScaler systems residing on the same broadcast domain by using ARP and ICMP
attributes. After you add a VIP or any IP address, the NetScaler sends and responds to ARP
requests. VIPs are the only NetScaler-owned IP addresses that can be disabled. When a VIP is
disabled, the virtual server using it goes down and does not respond to ARP or ICMP requests.

In the configuration utility, expand the Network > IPs node.
In the command-line interface, type:
add ns ip <IP address> <Subnet Mask> -type VIP -

arp [Enabled|Disabled] -icmpresponse
[NONE | ONE _VSERVER|ALL VSERVERS|VSVR CNTRLD]
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To remove a NetScaler-owned IP address

You can remove any IP address except the NSIP. The following table provides information about
the processes you must follow in order to remove the various types of IP addresses. Before
removing a VIP, remove the associated virtual server.

IP address type Implications

Subnet IP address (SNIP) If the IP address being removed is the last IP
address in the subnet, the associated route is
deleted from the route table. If the IP address
being removed is the gateway in the
corresponding route entry, the gateway for that
subnet route is changed to another NetScaler-
owned IP address.

Mapped IP address (MIP) If a SNIP exists, you can remove the MIPs. The
NetScaler uses the NSIP and SNIPs to
communicate with the servers when the MIP is
removed. Therefore, you must also enable Use
SNIP (USNIP) mode.

Virtual Server IP address (VIP) Before removing a VIP, you must first remove
the virtual server associated with it. For more
information about removing the virtual server,
see Citrix article CTX132359 at
http://support.citrix.com.

Network Topology

You can deploy the NetScaler system in the following network topologies:

e  One-arm mode

e Two-arm mode
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One-Arm Mode

2. User Request ?

Public/Front Private/Server
VLAN VLAN

One-arm topology requires most of the networking devices to be reconfigured to ensure that traffic
passes through the NetScaler system. The two basic variations of one-arm topology are with a single
subnet and with multiple subnets.

You can use a one-arm topology with a single subnet when the clients and servers reside on the
same subnet. You can use a one-arm topology with multiple subnets when the clients and servers
reside on different subnets.

For example, consider a NetScaler system deployed in one-arm mode for managing three servers.
The servers are connected to a switch on the network. A virtual server of type HTTP is configured
on the NetScaler system and HTTP services are running on the three servers. The three servers are
on the private subnet, so a subnet IP address (SNIP) is configured through the NetScaler command
line to communicate with them. The Use Subnet IP address (USNIP) option must be enabled so
that the NetScaler system uses the SNIP instead of an MIP.

A one-arm mode configuration allows:

« A simple configuration with one physical interface and no risk of bridge loops.
»  One or many VLANs with 802.1q tagging.

o Link aggregation to satisfy bandwidth requirements.

One-arm configurations are not recommended:

o When a server needs to see the real IP address of the client and the default gateway of the
server cannot be changed to an IP address on the NetScaler system.

o When the servers are accessed directly and the default gateway has been changed to the
NetScaler system, a situation that is sometimes addressed with the use of name-based services
and explicit server definitions.
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Two-Arm Mode

1. User Request 2. User Request

4. Response 3. Response

Public/Front Private/Server
VLAN VLAN

In a two-arm topology, one network interface is connected to the client network and another
network interface is connected to the server network, ensuring that all traffic flows through the
NetScaler system. The basic variations of two-arm topology are multiple subnets, typically with the
NetScaler system on a public subnet and the servers on a private subnet and transparent mode,
with both the NetScaler system and the servers on the public network.

One of the most commonly used topologies places the NetScaler system inline between the clients
and the servers, with a virtual server configured to handle the client requests. This configuration is
used when the clients and servers reside on different subnets. In most cases, the clients and servers
reside on public and private subnets, respectively. For example, consider a NetScaler deployed in
two-arm mode for managing three servers, with a virtual server of type HTTP configured on the
NetScaler system, and with HTTP services running on the servers. The servers are on a private
subnet and a SNIP is configured on the NetScaler system to communicate with the servers. The Use
SNIP (USNIP) option must be enabled on the NetScaler system so that it uses the SNIP instead of
the MIP.

Use transparent mode if the clients need to access the servers directly, with no intervening virtual
server. The server IP addresses must be public because the client needs them. A NetScaler system is
placed between the client and the server, so that the traffic must pass through the NetScaler system.
You must enable layer-2 mode for bridging the packets. The NSIP and MIP are on the same public
subnet.

Two-arm mode has the following benefits:

o It allows layer-3 (routed) deployments with split subnets.
o It allows layer-2 (bridged) deployments with one subnet on each side.

Two-arm topologies work in some situations in which a one-arm configuration does not work.
With two-arm mode, you can use the NetScaler system to route some traffic as well as to balance
load.
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NetScaler Gateway Deployment

You can deploy a NetScaler Gateway appliance at the perimeter of your organization's internal
network (or intranet) to provide a secure single point of access to the servers, applications, and
other network resources that reside in the internal network. All remote users must connect to the
appliance before they can access any resources on the internal network.

You can deploy the appliance with XenApp and XenDesktop to allow users to access their
Windows, web and Saa$S applications. If your deployment includes XenApp, you can deploy the
appliance in a single-hop or double-hop perimeter network configuration. A double-hop
deployment is not supported with XenDesktop.

You can deploy NetScaler Gateway in the following locations in your network:
o On the network perimeter

o In a secure network that does not have a perimeter network

«  With additional NetScaler Gateway appliances to support load balancing and failover

NetScaler Gateway Deployment in the Perimeter Network

Many organizations protect their internal network with a perimeter network. A perimeter network
is a subnet that lies between an organization's secure internal network and the Internet (or any
external network). When you deploy NetScaler Gateway in the perimeter network, users connect
through the Citrix NetScaler Gateway Plug-in or Citrix Receiver.
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In the configuration shown above, you install NetScaler Gateway in the perimeter network and
configure it to connect to both the Internet and the internal network.

When you deploy NetScaler Gateway in the perimeter network, user connections must traverse the
first firewall to connect to NetScaler Gateway. By default, user connections use SSL on port 443 to
establish this connection. To allow user connections to reach the internal network, you must allow
SSL on port 443 through the first firewall.

60 Module 2: Basic Networking © Copyright 2016 Citrix Systems, Inc.



NetScaler Gateway decrypts the SSL connections from the user device and establishes a connection
on behalf of the user to the network resources behind the second firewall. The ports that must be
open through the second firewall are dependent on the network resources that you authorize
external users to access.

For example, if you authorize external users to access a Web server in the internal network and this
server listens for HTTP connections on port 80, you must allow HTTP on port 80 through the
second firewall. NetScaler Gateway establishes the connection through the second firewall to the
HTTP server on the internal network on behalf of the external user devices.

NetScaler Gateway Deployment in the Secure Network

You can install NetScaler Gateway in the secure network. In this scenario, pictured in the following
illustration, one firewall stands between the Internet and the secure network. NetScaler Gateway
resides inside the firewall to control access to the network resources.

Secure Network

Email Server

User Device Internet Firewall NetScaler Gateway . .
Connected Using S o
NetScaler Gateway ;
Plug-in :

Web or Application
Server

When you deploy NetScaler Gateway in the secure network, connect one interface on NetScaler
Gateway to the Internet and the other interface to servers running in the secure network. Putting
NetScaler Gateway in the secure network provides access for local and remote users. Because this
configuration only has one firewall, the deployment is less secure for users connecting from a
remote location. Although NetScaler Gateway intercepts traffic from the Internet, the traffic enters
the secure network before users are authenticated. When NetScaler Gateway is deployed in a DMZ,
users are authenticated before network traffic reaches the secure network.

When NetScaler Gateway is deployed in the secure network, NetScaler Gateway plug-in connections
must traverse the firewall to connect to NetScaler Gateway. By default, user connections use the SSL
protocol on port 443 to establish this connection. To support this connectivity, you must open port
443 on the firewall.
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Discussion Question

How have you deployed NetScaler or NetScaler Gateway previously in your organization? In the
perimeter network or in the secure network? Which deployment do you plan to implement in the
future? What are your reasons for using this type of deployment? Discuss with your classmates and
instructor.

Double-Hop Deployment

Some organizations use three firewalls to protect their internal networks. The three firewalls divide
the perimeter network into two stages to provide an extra layer of security for the internal network.
The network configuration is called a double-hop deployment.
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NetScaler Gateway

in one appliance in the secure network. If you configure a double-hop configuration with
one appliance in the perimeter network and one in the secure network, you can ignore the
instructions for opening ports on the third firewall.

(‘ You can also have a double-hop deployment with one appliance in the perimeter network

NetScaler Gateway Deployment with XenMobile, XenApp
and XenDesktop

You can provide access to your applications and desktops for remote and internal users by using
NetScaler Gateway, XenMobile App Edition, XenApp and XenDesktop. NetScaler Gateway
authenticates users and then allows them to access their applications by using Citrix Receiver and
StoreFront.

XenMobile App Edition contains App Controller, which allows users to connect to web, Saa$S and
mobile applications and manage these applications for single sign-on (SSO), along with ShareFile
documents. You install App Controller in the internal network. Remote users connect to App
Controller through NetScaler Gateway to access their applications and ShareFile data. Remote users
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can connect with either the NetScaler Gateway plug-in, Receiver, or Worx Home to access
applications and ShareFile. Users who are in the internal network can connect directly to App
Controller by using Receiver. The following figure shows NetScaler Gateway deployed with App
Controller and StoreFront.
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With each deployment, StoreFront and App Controller must reside in the internal network and
NetScaler Gateway must be in the perimeter network. For more information about deploying App
Controller or StoreFront, see Citrix product documentation at http://docs.citrix.com.

NetScaler Gateway Deployment with Web Interface

In this configuration, both NetScaler Gateway and Web Interface are deployed in the perimeter
network. When users log on with Citrix Receiver, the initial user connection goes to NetScaler
Gateway and is then redirected to the Web Interface. To route all HTTPS and ICA traffic through a
single external port and require the user of a single SSL certificate, NetScaler Gateway acts as a
reserve web proxy for the Web Interface.

© Copyright 2016 Citrix Systems, Inc. Module 2: Basic Networking 63


http://docs.citrix.com

Server Farm

—> |nmn

L Lo _
1 1 | Published
I | | | Applications
) e ‘

| = | *

) | s A \ H
_—*; b1 — s
[ < NetScaler |

Connected by Using I | [
Citrix Receiver | | NetScaler Gateway | T |
I R
' ! 1 I
! Secure Ticket
Authority

When the Web Interface is deployed behind NetScaler Gateway in the perimeter network, you can
configure authentication on the appliance, but it is not required.

NetScaler Network Interfaces

Network interfaces in the NetScaler system are numbered in <slot>/<port> notation. After
configuring your interfaces, you should display the interfaces and their settings to verify the
configuration. You can also display this information to troubleshoot a problem in the configuration.
In order to manage the network interfaces, you can enable and disable any interfaces. You can reset
an interface to renegotiate its settings. You can clear the accumulated statistics for an interface. To
verify the configuration, you can display the interface settings. You can also display the statistics for
an interface to evaluate its health.

In addition to configuring individual interfaces, you can logically group interfaces by using VLANs
to restrict data flow within a set of interfaces and you can aggregate links into channels.

Enabling or Disabling Network Interfaces Using the
Configuration Utility

In the Navigation pane, expand the Network node, then the Interfaces node.

2. In the Interfaces pane, select the network interface that you want to enable or disable and select
one of the following options:

o Enable the network interface

e Disable the network interface
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Enabling or Disabling Network Interfaces Using the
Command-Line Interface

At the NetScaler command-line interface, type one of the following pairs of commands to enable
disable an interface and verify the setting:

enable interface <interface num>
show interface <interface num>

or

disable interface <interface num>
show interface <interface num>

Virtual Local Area Networks (VLAN)

A NetScaler system supports layer-2 port and IEEE 802.1q tagged VLANs. VLAN configurations
are useful when you need to restrict traffic to certain groups of stations. You can configure a
network interface as a part of multiple VLANs by using IEEE 802.1q tagging.

You can configure VLANs and bind them to IP subnets. The NetScaler then performs IP
forwarding between these VLANS (if it is configured as the default router for the hosts on these
subnets).

The NetScaler supports the following types of VLANG:

Port-based VLAN The membership of a port-based VLAN is defined by a set of
network interfaces that share a common, exclusive, layer-2
broadcast domain. You can configure multiple port-based VLANS.
By default, all network interfaces on the NetScaler are members of
VLAN 1. If you apply 802.1q tagging to the port, the network
interface belongs to a port-based VLAN. Layer-2 traffic is bridged
within a port-based VLAN and layer-2 broadcasts are sent to all
members of the VLAN if layer-2 mode is enabled. When you add
an untagged network interface as a member of a new VLAN, it is
removed from its current VLAN.
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Tagged VLAN 802.1q tagging (defined in the IEEE 802.1q standard) allows a
networking device (such as the NetScaler) to add information to a
frame at layer 2 in order to identify the VLAN membership of the
frame. Tagging allows network environments to have VLANs that
span multiple devices. A device that receives the packet reads the
tag and recognizes the VLAN to which the frame belongs. Some
network devices do not support receiving both tagged and untagged
packets on the same network interface, (in particular, Forcel0
switches). In such cases, you need to contact customer support for
assistance. The network interface can be a tagged or untagged
member of a VLAN. Each network interface is an untagged member
of only one VLAN (its native VLAN). This network interface
transmits the frames for the native VLAN as untagged frames. A
network interface can be a part of more than one VLAN if the other
VLANSs are tagged. When you configure tagging, make sure that the
VLAN configurations at the two ends of the link match one
another. The port to which the NetScaler connects must be on the
same VLAN as the NetScaler network interface.

NSVLAN NSVLAN is the VLAN to which the NetScaler management IP

(NSIP) address's subnet is bound. By default, NSVLAN has a VLAN
ID (VID) of 1. If you unbind a network interface from its current
port-based VLAN, it is added back to the default VLAN.

. A Tagged VLAN configuration is neither synchronized nor propagated; you must perform
‘/ the configuration independently on each unit in a high-availability pair.

VLAN Configuration

You can implement VLANS in the following environments:

Single subnet

Multiple subnets

Single LAN

VLANSs (no tagging)
VLANSs (802.1q tagging)

If you configure VLANs with network interface membership only, the total number of possible
VLANES is limited to the number of network interfaces available on the NetScaler. If more IP

S

ubnets are required with a VLAN configuration, 802.1q tagging must be used.
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When you bind a network interface to a VLAN, the network interface is removed from the default
VLAN. If the network interfaces need to be a part of more than one VLAN, you can bind the
network interfaces to the VLANs as tagged members.

You can configure the NetScaler to forward traffic between VLANS at layer 3. In this case, a VLAN
is associated with a single IP subnet. The hosts in a VLAN that belong to a single subnet use the
same subnet mask and one or more default gateways connected to that subnet. Configuring layer 3
for a VLAN is optional. Layer 3 is used for IP forwarding (inter-VLAN routing). Each VLAN has a
unique IP address and subnet mask that together define an IP subnet for the VLAN. In a high
availability configuration, this IP address is shared with the other NetScaler systems. The NetScaler
forwards packets between configured IP subnets (VLANS).

. When you configure the NetScaler, you must not create overlapping IP subnets. Doing so
‘/ impedes layer-3 functionality.

Port-based VLANSs

The membership of a port-based VLAN is defined by a set of network interfaces that share a
common, exclusive layer-2 broadcast domain. You can configure multiple port-based VLANs. By
default, all network interfaces on the NetScaler are members of VLAN 1. This VLAN exists
permanently. It cannot be deleted and its VLAN ID cannot be changed.

If you apply 802.1q tagging to the port, the network interface belongs to a port-based VLAN. Layer-
2 traffic is bridged within a port-based VLAN and layer-2 broadcasts are sent to all members of the
VLAN if layer-2 mode is enabled. When you add an untagged network interface as a member of a
new VLAN, it is removed from its current VLAN. If you unbind a network interface from its
current port-based VLAN, it is added back to the default VLAN.

Tagged VLANs

The figure below shows a tagged VLAN structure. IEEE 802.1Q specifications define the tagging
structure of VLAN traffic. VLAN tagging inserts an additional header between the layer-2 and
layer-3 headers in the packet. The additional header contains a protocol ID and a VLAN ID. The
virtual network with which the packet is associated is identified by the VLAN ID. This tagging
information can be used by layer-2 VLAN-aware devices to intelligently forward the data to ports
associated with the same network. NetScaler tagged VLAN functionality is fully 802.1Q compliant.

IEEE 802.1Q specifies the following:

o  Extra header between MAC header and IP header
o 2 byte protocol ID [TPID]
« 2 byte LAN ID [TCI]
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NSVLAN is a VLAN to which the NetScaler management IP (NSIP) address's subnet is bound. The
NSIP subnet is available only on interfaces that are associated with NSVLAN. By default, NSVLAN
is VLANI, but you can designate a different VLAN as NSVLAN. If you do so, you must restart the
NetScaler system for the change to take effect. After the restart, NSIP subnet traffic is restricted to
the new NSVLAN.

The traffic from the NetScaler IP subnet can be tagged (802.1q) with the VLAN ID specified for
NSVLAN. You must configure the attached switch interface to tag and allow this same VLAN ID
on the connected interface.

If you remove your NSVLAN configuration, the NSIP subnet is automatically bound to VLAN1,
restoring the default NSVLAN.

Configuring VLANSs

In the configuration utility, expand the Network > VLAN node.

In the command-line interface, type:
show vlan <id>

bind vlan <id> -ifnum <InterfaceName>
[-tagged] [-IPaddress <IPAddress netmask>]
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IP Address Routing

NetScaler systems support both dynamic and static routing. Because simple routing is not the
primary role of a NetScaler, the main objective of running dynamic routing protocols is to enable
route health injection (RHI), so that an upstream router can choose the best among multiple routes
to a topographically distributed virtual server.

Most NetScaler implementations use some static routes to reduce routing overhead. You can create
backup static routes, monitor the active routes to enable automatic switchover in the event that a
static route goes down. You can also assign weights to facilitate load balancing among static routes,
create null routes to prevent routing loops and configure IPv6 static routes. You can configure
policy-based routes (PBRs), for which routing decisions are based on criteria that you specify.

Static Routes

Static routes are manually created to improve the performance of your network. You can monitor
static routes to avoid service disruptions. Also, you can assign weights to Equal Cost Multi-Path
Routing (ECMP) routes and you can create null routes to prevent routing loops.

The NetScaler supports monitoring of IPv4 and IPv6 static routes. You can configure the NetScaler
to monitor an IPv4 static route either by creating a new ARP or PING monitor or by using existing
ARP or PING monitors. You can configure the NetScaler to monitor an IPv6 static route, either by
creating a new Neighbor discovery for IPv6 (ND6) or PING monitors or by using the existing ND6
or PING monitors.

MAC-based Forwarding Mode

MAC-based forwarding can be used to process traffic more efficiently by avoiding extraneous
route/ARP lookups when forwarding packets. To avoid multiple lookups, the NetScaler system
caches the source MAC address for every connection and returns the data to the same MAC
address. With MAC-based forwarding enabled, NetScaler refers to its cache of MAC addresses
before relying on its routing table.

MAC-based forwarding is useful with full VPN devices, because the NetScaler system ensures that
the traffic flowing through the VPN passes through the same VPN device.
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Determining the Source IP Address

When the NetScaler system communicates with the physical servers or peer devices, by default it
does not use the IP address of the client. NetScaler maintains a pool of mapped IP addresses
(MIPs) and subnet IP addresses (SNIPs) and selects an IP address from this pool to use as the
source IP address of a connection to the physical server. Depending on the subnet in which the
physical server is placed, NetScaler decides whether a MIP or SNIP should be used.

( " If the Use Source IP (USIP) option is enabled, NetScaler uses the IP address of the client.

Sending a Client IP Address to Servers

The NetScaler system usually functions in a transparent proxy configuration. Clients initiate
connections to a VIP address on the NetScaler system. The system terminates the connection from
the client, processes the packet and then initiates a connection to the appropriate server on behalf
of the client.

The default behavior of the NetScaler system is to change the source and destination IP address of a
packet received from a client before sending it to the server. The packet originating from the client
contains the client IP address as the source IP address and the virtual server IP address (the VIP on
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the NetScaler system) as the destination IP address. The NetScaler system changes the packet before
sending it to the server, so that the source IP address becomes the NetScaler MIP/SNIP address and
the destination IP address becomes the physical IP address of the server.

As a result of proxying the connection, the server is unable to see the IP address of the client that
originated the connection; the server can see only the NetScaler MIP or SNIP address. Since some
applications require the client IP address for proper logging or functionality, the NetScaler system
has two ways of providing this information to the server:

e Client-IP HTTP header insertion
o Use Source IP mode

Link Aggregation

Link Aggregation combines data from multiple ports into a single high-speed link. Link aggregation
allows multiple interfaces to be used in a combined manner to provide increased
capacity/throughput and availability for the communication channel between the NetScaler system
and other connected devices. Link aggregation is configured to address bandwidth limitations and
to provide redundancy for interfaces (mitigating single points of failure).

In some environments, the speed of a single interface is not adequate for the volume of traffic that
the NetScaler system manages. To address inadequate interface capability, you can combine
multiple interfaces on the NetScaler system into a single, logical high bandwidth 802.3ad interface.
The resulting aggregated interface is treated as a single interface for configuration purposes. The
aggregate interface link throughput is the sum of the bound physical interfaces. The switch
connected to the aggregate interfaces must also support 802.3ad on the NetScaler system.

Because of the default NetScaler behavior, two interfaces should never be plugged into the
same VLAN or broadcast domain unless link aggregation/802.3ad is being configured.

Discussion Question

Have you used MAC-based forwarding mode in your NetScaler implementation? Would you
consider using this mode in the future? Why or why not? Discuss with your classmates and
instructor.
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High Availability Manual

Overview

A high availability deployment of two Citrix NetScalers can provide uninterrupted operation in any
transaction. In a high-availability pair configuration, only one system is active. This system, which
is known as the primary, actively accepts connections and manages servers. All shared IP addresses
are active on the primary system only.

The secondary system monitors the health of the primary system. If the secondary system is in a
healthy state, it is ready to actively accept connections if the primary system is experiencing issues.
This process prevents downtime and ensures that the services provided by the NetScaler system
remain available even if one system ceases to function.

that handles tagged packets only. For more information, see Citrix Knowledge Base article

r , High availability packets are sent untagged by default, which can be an issue with a switch
. CTX122921 at http://support.citrix.com.

After completing this module, you will be able to:

o Define high availability and the considerations for setup.
o Create a high-availability pair.

o Verify the high-availability setup.

o  Configure high availability on the NetScaler system.
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High-Availability Functionality

Typical Two-Arm Configuration
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The figure shows a typical two-arm high-availability configuration. Both systems in a high-
availability pair exchange UDP heartbeat messages that communicate the state of the other and
ensure that only one unit is taking traffic at a time. This configuration is known as active/passive.
High availability does not require feature enablement; however, high availability needs to be
configured.

If a component of the primary system fails, a message to the secondary system instructs it to take
over as the primary system. If the secondary system does not receive a heartbeat message from the
primary system after a specific interval of time, it automatically assumes the primary role. This
scenario is known as failover.

_ Failover occurs when three heartbeat messages are missed. High-availability heartbeat
‘ messages are sent every 200 milliseconds on UDP port 3003.

After a failover, all clients must reestablish their connections to the managed servers, but session
persistence tables are synchronized between the primary and the secondary systems, honoring the
previous persistence decision. For more information about TCP connection failover, refer to the
Citrix NetScaler Networking Guide at http://support.citrix.com.

attempts to fail over to a secondary system that is not healthy. Therefore, it is possible for

it Neither system is considered primary if the primary node experiences a failure and
both systems to be secondary at the same time and for neither system to process traffic.
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High Availability Process

An HA deployment of two NetScaler Gateway appliances can provide uninterrupted operation in
any transaction. When you configure one appliance as the primary node and the other as the
secondary node, the primary node accepts connections and manages servers while the secondary
node monitors the primary. If, for any reason, the primary node is unable to accept connections,
the secondary node takes over.

The secondary node monitors the primary by sending periodic messages (often called heartbeat
messages or health checks) to determine whether the primary node is accepting connections. If a
health check fails, the secondary node retries the connection for a specified period, after which it
determines that the primary node is not functioning normally. The secondary node then takes over
for the primary (a process called failover).

Client

| Internet

Citrix NetScaler
NS1

- i)

Citrix NetScaler
NS2

Server 51 Server 52 Server 53

With Web server logging persistence enabled, no log data is lost due to the failover. For logging
persistence to be enabled, the log server configuration must carry entries for both systems in the
log.conf file.

The basic steps to configure high availability are as follows:

1. Create a basic setup, with both nodes in the same subnet.

2. Customize the intervals at which the nodes communicate health-check information.
3. Customize the process by which nodes maintain synchronization.

4. Customize the propagation of commands from the primary to the secondary.

5

Optionally, configure fail-safe mode to prevent a situation in which neither node is primary.
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6. Configure virtual MAC addresses if your environment includes devices that do not accept
NetScaler Gateway gratuitous ARP messages.

High-Availability Node Configuration

A pair of NetScaler systems must be configured to become a high-availability pair. The process for
configuring a high-availability pair involves first configuring the primary node then configuring the
secondary node.

Citrix recommends that you set the status of the desired secondary node to stay secondary when
nodes are configured. This practice ensures that an accidental failover does not occur during the
configuration process, resulting in changes being made to the secondary rather than the primary
node. Any changes that are made to the secondary node are not propagated to the primary node.

{ the NSIP address subnet. The NSIP address subnet should be available on all interfaces

r . You should not use NetScaler VLANs when configuring high availability because it limits
during high-availability configuration.

In a high-availability configuration, you can designate which interfaces to monitor for failing
events. A failover occurs when any high-availability monitored interface goes down. If a particular
interface is not being used, or if a failover is not required upon failure, the high-availability monitor
should be disabled.

If an interface is not going to be used at all, a best practice is to disable it and turn off the
associated high-availability monitor.

Pre-Configuration Checklist

Before configuring high-availability-pair nodes:

«  Ensure that the NSIP addresses for the primary and the secondary nodes are unique from any
other device on the network. The NSIP address can be changed using the set ns config
command; this change requires a restart.

o Ensure that IP address conflicts can be viewed in the configuration utility from the System >
Diagnostics > View console messages menu.

. While the RPC node password must be identical in a high-availability configuration, the
} nsroot password on both systems does not have to be the same.
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High-Availability Failover Process

The primary node in a high availability setup owns floating IP addresses, such as the MIP, SNIP
and VIP addresses, and responds to address resolution protocol (ARP) requests with its own MAC
address. Therefore, the ARP table of an external device, such as an upstream router, is updated with
the floating IP address and the MAC address of the primary node.

When a failover occurs and the primary node is replaced by the secondary node, the replacement
node will use the gratuitous address resolution protocol (GARP) to advertise the floating IP
addresses that were learned from the original primary node. The MAC address that the new
primary node advertises is the MAC address of its own network interface. Because some devices do
not accept GARP messages, the external devices retain the IP address-to-MAC address mapping
that the old primary node formerly advertised, which can result in a GSLB site becoming
unavailable for those networks.

Configuring Primary and Secondary Nodes

You can use the following procedure to configure the primary and secondary nodes using the
configuration utility or the command-line interface:

Disable the interfaces that are not connected or being used for traffic.

2. Disable monitoring for the interfaces whose failure should not cause a high-availability mode
failover.

3. Assign a node ID to each NetScaler system.

4. Save the configuration.

Before two nodes are able to function in a high-availability pair, they must first be made aware of
each other.

You join a new NetScaler system with an existing system to form a high-availability pair because
Citrix recommends enabling "stay secondary” status on the new system. If "stay secondary” status is
not enabled during the high-availability configuration, the new system can be elected to become the
primary node, and the configuration settings on the existing system are replaced with the settings
(typically a blank configuration) on the new system.

When "stay secondary” status is enabled on the new system, the existing system becomes the
primary node if it passes its health checks and its configuration settings are synchronized with the
new system.

High-Availability Status

After you have configured two NetScaler systems in a high-availability pair, it is important that you
verify the status of each node to ensure that the system is prepared in case of failover. For each
node, the node state should show as UP and the master state should show as either PRIMARY or
SECONDARY, as appropriate. You should check that the sync state shows "success" on the
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secondary node because it verifies the successful completion of the configuration synchronization
process.

Verifying Status on the Appliance

You can check the master status of a node remotely by using either the configuration utility or the
command-line interface. For example, the show ha node command will display the node state
and master state. In addition, the LCD Configuration Display on the NetScaler appliance displays
the status of the node.

Propagation and Synchronization

Command propagation, enabled by default, causes any command issued on the primary node to
run on the secondary node. Consequently, you can test if high availability is working by making
configuration changes to the primary node and then testing to see if the changes have been
propagated to the secondary node.

Configuration synchronization occurs when a node comes up for the first time in a secondary state.
The secondary node pulls the configuration from the primary node and overwrites its existing
configuration.

In addition to automatic configuration synchronization, forced synchronization between two nodes
is also supported. Forced synchronization is used whenever you want to ensure that changes made
to a NetScaler configuration are transferred from the primary to the secondary system. For
example, if a network interruption occurs and the systems are unable to communicate, a forced
synchronization ensures that any changes made during the interruption are present on both
systems.

In NetScaler releases 8.0 and later, if the nodes in a high-availability pair are running different
versions of the NetScaler operating system, the node running the newest software version goes into
listen mode. When a node is in listen mode, neither command propagation nor configuration
synchronization occurs.

o  Changes made using the config ns command in the command-line interface are not
propagated. Any configurations made using this command must be performed on each node
separately.

o The heartbeat messages are UDP packets sent to port 3003 of the other node in a high-
availability pair.

»  High-availability configuration synchronization occurs on TCP port 3010.
o Command propagation between the primary and secondary occurs on TCP port 3011.
»  Secure high-availability configuration synchronization occurs on TCP port 3008.

«  Secure command propagation occurs on TCP port 3009.
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. For more information about command propagation, see Citrix article CTX124344 at
} http://support.citrix.com.

Disabling Command Propagation

In some cases, command propagation might not be desired.

For example, if you make changes to the system configuration, and these changes cause problems,
the changes are also made to the secondary node if command propagation is enabled.

When command propagation is disabled, you can first make changes on the primary node. Once
the configuration is completed and is verified to be functioning properly, you can use the force
ha sync command to ensure that the changes are propagated to the secondary node.

Automatic Configuration Synchronization

By default, configuration synchronization between the systems in a high-availability pair occurs
automatically. Configuration synchronization occurs when:

o A node first comes up in the secondary state.

« A failover event occurs.

» A forced synchronization is issued.

When a save configuration is issued on the primary system, the running configuration on both
systems is saved from memory to the "ns.conf" file on the flash drive. In some cases, automatic
synchronization may not be desired.

Once the configuration is completed and is functioning properly, you can use the following
command to make sure that the changes are synchronized into the secondary node:

force ha sync

Forced Synchronization

Forced synchronization can be performed on either the primary or the secondary node; however, if
synchronization is already in progress, the command fails and a warning message is displayed.

Before performing a forced synchronization, you must save the configuration because the
Vi saved configuration is copied over but the running configuration is not.

>

‘\\ H

g

The saved configuration file is the ns.conf file. The running configuration is stored in memory and
might contain unsaved configuration changes.
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Forced synchronization will also fail when it is run in the following circumstances:

+ On a standalone NetScaler system
o On a NetScaler system on which high availability is disabled

«  On a NetScaler system on which high-availability synchronization is disabled

_ The DONE message that is displayed after running the force ha sync command does
} not indicate that synchronization has been successful. To verify that synchronization was
/ successful, run the show node command to verify that the configurations on both nodes

are the same.

Performing a Forced Failover

When a failover occurs because the primary node fails, the primary node becomes secondary and
the secondary node becomes primary. A forced failover is an administratively initiated failover on a
node that produces the same results. A forced failover is desired if you want to test whether a high-
availability pair configuration is performing correctly or to replace or upgrade the primary node.

Forced failover is performed in the configuration utility or with the force ha failover
command in the command-line interface. The command can be issued on either the primary or the
secondary node.

A forced failover will work only when:

o The primary node is able to determine that the status of the secondary node is UP.
o The health of the secondary node is good.

o The secondary node is not configured to stay secondary.

connectivity with the NetScaler system. Citrix recommends that you perform a forced
fajlover from the command-line interface.

ij Performing a forced failover from the configuration utility might cause the client to lose

Fail-Safe Mode

In a high availability configuration, fail-safe mode ensures that one node is always primary when
both nodes fail the health check. This is to ensure that when a node is only partially available,
backup methods are enabled to handle traffic as best as possible. The high availability fail-safe mode
is configured independently on each node.

To enable fail-safe mode using the command-line interface, type:

set HA <node> [-failSafe (ON | OFF) ]

For more information about fail-safe mode, see Citrix product documentation at
http://docs.citrix.com.
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High-Availability Management

While a high-availability pair can be managed using the unique NSIP addresses assigned to each
node during initial configuration, Citrix recommends that you manage the pair using either an
SNIP or MIP address. When a shared IP address is used to connect to either the command-line
interface or the configuration utility, the connection is made to the primary node in the pair. If a
failover occurs, the secondary node becomes primary, and the same MIP or SNIP address then
connects to the new primary node. Using a SNIP or MIP address is also helpful when you need to
perform configurations from a subnet different from that of the high-availability pair.

Every NetScaler system is assigned an MIP address or a range of MIP addresses during initial
configuration; however, management access must be enabled on the MIP or SNIP address before it
can be used to manage a high-availability pair.

Citrix recommends that you secure management access in the NetScaler system.

Upgrading a High-Availability Pair

When the nodes of a high-availability pair are running different versions of the system software, the
node running the newest version goes into listen mode. When a node is in listen mode, neither
propagation nor synchronization occurs.

Listen mode is used if you want to test the newest software version on one node before upgrading
the second node. To conduct such a test, you perform a forced failover on the upgraded system,
causing it to take over as the primary node. When a forced failover occurs, neither propagation nor
synchronization occurs and all connections need to be re-established.

To upgrade the software of the NetScaler appliances in a high-availability setup, complete the
following procedure:

1. Upgrade software of the secondary appliance.
2. Upgrade software of the primary appliance.

For more information about upgrading a high-availability appliance, see Citrix article CTX127455
at http://support.citrix.com and the Citrix TV video at http://www.citrix.com/tv/#videos/9687

Discussion Question

Have you previously updated a standalone NetScaler or high-availability pair of NetScalers? If so,
what challenges did you encounter and why?
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High-Availability Issues

High-availability issues include:

»  Configuration synchronization failure
«  File synchronization failure

o Unexpected failover

Configuration Synchronization Failure

Synchronization failure can be a result of connectivity issues, duplex mismatches, packet drops or
the /netscaler/nsnetsvc process not running.

Perform the following tasks if synchronization between the primary and secondary node fails:

o Verify that the primary and secondary nodes can communicate with each other. Management
and heartbeat messages are sent through layer-2 protocols. Layer-2 connectivity between the
two high-availability nodes must allow the heartbeat to be received within 3 seconds.

r . One node will display a status of listening in this scenario.

»  Ensure that any configured ACLs permit communication between the pair.

»  Enter the following command to check the inetd. conf file to ensure that the
/netscaler/nsnetsvc process is not disabled:

ns# more /etc/inetd.conf

o Ensure that the nsnetsvc stream tcp nowait root /netscaler/nsnetsvc
nsnetsvc line contains comments.

+  Enter the following command in the shell to check the ns_com cfg.conf file on the
secondary node:

1s -1
«  Ensure that the /tmp directory has write permissions. For example:
drwxrwxrwt 4 root wheel 512 Aug 17 21:28 /tmp

o Verify that the two nodes are running the same version of the NetScaler operating system.

File Synchronization Failure

Both nodes in a high-availability pair might need a set of common-configuration or certificate files,
depending on the needs of the deployment. If so, files might need to be manually synchronized. For
example, if SSL offload is enabled, then SSL certificates must be copied to the same location
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(directory) on both nodes. Similar examples include vsr.html (for SureConnect), any manually

customized files or any other batch files containing configuration commands. For more
information, see Citrix Knowledge Base article CTX138748.

Enter the following command in the command-line interface to manually synchronize files between

nodes in a high-availability pair:
sync ha files mode

The following table lists available arguments:

Argument Description

mode Specifies the sync mode. Possible values include:

all
bookmarks
ssl
htmlinjection

imports

The following table lists paths corresponding to synchronization mode:

Mode Path
all e /nsconfig/ssl/
e /var/vpn/bookmarks/

/nsconfig/htmlinjection/

ssl /nsconfig/ssl/
bookmarks /var/vpn/bookmarks/
htmlinjection /nsconfig/htmlinjection/

Unexpected Failover

If the NetScaler systems are failing over unexpectedly, type the following command in the
command-line interface to view current events that might be causing the failover.

show ns hardware
Possible causes include:

e An interface is down.
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e An SSL acceleration card is down.
o The primary node has failed.

High-Availability Pair in Different Subnets

A HA deployment can also consist of two NetScaler Gateway appliances in which each appliance is
located in a different network. You can also configure link redundancy and route monitors. These
NetScaler Gateway functions are helpful in a cross-network high-availability configuration. The
functions also cover the health check process used by each NetScaler Gateway to ensure that the
partner appliance is active.

When the appliance in an HA pair reside on two different networks, the secondary NetScaler
Gateway must have an independent network configuration. This means that the NetScaler Gateway
appliances on different networks cannot share mapped IP addresses, virtual LANs or network
routes. This type of configuration, in which the NetScaler Gateway appliances in an HA pair have
different configurable parameters, is known as independent network configuration or symmetric
network configuration. For more information about this configuration, see Citrix product
documentation at http://docs.citrix.com.

Adding a Remote Node

When two nodes of an HA pair reside on different subnets, each node must have different network
configurations. Therefore, to configure two independent systems to function as an HA pair, you
must specify independent network computing mode during the configuration process.

When you add an HA node, you must disable the HA monitor for each interface that is not
connected or being used for traffic.

To Add a Remote Node for Independent Network
Computing Mode

1. In the Configuration Utility, on the Configuration tab, in the navigation pane, expand System
and then click High Availability.

In the details pane, click the Nodes tab, then click Add.

In the High Availability Setup dialog box, in the Remote Node IP Address text box, type the
NetScaler Gateway IP address of the appliance that is the remote node.

4. If you want to add the local node to the remote node automatically, select Configure remote
system to participate in High Availability setup. If you do not select this option, you need to
log on to the appliance represented by the remote node and add the node that you are
currently configuring.

Click to enable Turn off HA monitor on interfaces/channels that are down.
Click to enable Turn on INC (Independent Network Configuration) mode on self mode.
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7. Click OK. The Nodes page displays the local and remote nodes in your high availability
configuration.

Discussion Question

Have you implemented high availability in your environment previously and what challenges or
issues did you encounter? What questions do you have about configuring high availability for
NetScaler?
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Integrating NetScaler with XenApp and
XenDesktop Using the Unified Gateway
Wizard

Overview

NetScaler Gateway communicates with Citrix services such as XenApp, XenDesktop, XenMobile.
NetScaler Unified Gateway extends NetScaler Gateway connectivity allowing it to access any web,
SaaS$, or Cloud application through a single URL..

After completing this module, you will be able to:

o Configure the NetScaler Unified Gateway feature with Citrix StoreFront Services.
o Configure the NetScaler Unified Gateway feature with Citrix XenApp and Citrix XenDesktop.
o Understand how NetScaler Unified Gateway can work with other web, Saa$, and cloud services.

NetScaler Unified Gateway Key Features and Benefits

Citrix NetScaler Unified Gateway is a secure application, desktop, and data access solution that
provides IT administrators granular application and device level policies to control access to
corporate resources Users can connect from any device and from anywhere. Some of the features
and benefits of NetScaler Unified Gateway include:

»  Provides a single, secure, entry point to all resources behind the NetScaler.

»  Securely proxies connections so that clients have no direct access to resources behind NetScaler
o Manages authentication at perimeter so that only authenticated traffic goes to internal network.
o Optimizes traffic which improves user experience and reduces server load.

o Can enable detailed auditing and monitoring to provide end to end network traffic analysis

«  Granular control of SSL decryption and encryption.

«  Granular security policy and access policy control at perimeter of network.
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NetScaler Unified Gateway 11 New Features

NetScaler 11 includes many enhancements to Gateway functionality. A few of the enhancements
include the following:

NetScaler Gateway supports Windows 10

Smart Control - Control ICA at the session level on NetScaler Gateway instead of at XenApp
or XenDesktop

Portal and EULA customization wizard.

Gateway plug-in decoupling firm Receiver - Gateway plugin behavior can be configured
independently of Receiver.

Enhanced Clustering Support - NetScaler Gateway in ICA Proxy Mode supports striped
clustering.

Granular control of SSL decryption and encryption.

Granular security policy and access policy control at perimeter of network.

NetScaler Unified Gateway Prerequisites

Before you begin configuring NetScaler Unified Gateway, ensure that the following prerequisites are

met:

NetScaler is installed in your environment and has access to the network or networks.
NetScaler is deployed in the perimeter network or internal network behind a firewall. You can
also configure NetScaler in a double-hop perimeter network and for connections to a farm.
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o NetScaler is configured with a default gateway or with static routes to the internal network so
that end users can access resources in the network. NetScaler is configured to use static routes
by default.

o The external servers used for authentication and authorization are configured and running.

o The network has a DNS server for name resolution to provide correct NetScaler Unified
Gateway user functionality.

o The correct NetScaler licenses are installed.
o NetScaler has a SSL certificate that is signed by a trusted CA.

Firewall Rules

Users STA: 80 or 443 w
ICA 144 ot
CGP: 259 Server Fam
LDAP: TCP 389
LDAPS: TGP 636
NSP RADIUS: UDP 1812 LDAP. RSA.
.au,zz.sﬁnr,;u\ RADIUS, efc

In order to properly configure the NetScaler Gateway, you will need to ensure that your firewall
allows the proper traffic. The NetScaler Gateway can use the following ports:

Route Port Details
Public network to perimeter 80, 443 Port 80 provides a redirect to
network port 443.
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Route Port Details

Private network to perimeter 80, 443, 1494, 2598 Ports 80 and 443 are used for

network management and
administration of the NSIP
through a browser. Port 443 is
also used for the authentication
callback URL to the NetScaler
Gateway VIP from StoreFront
or Web Interface. Ports 1494
and 2598 can be used for ICA
or HDX traffic.

Perimeter network to private 443, 80 Port 443 allows access to the

network StoreFront and port 80 allows
access to XenApp or
XenDesktop (if port 80 is used
for secure ticketing authority
traffic).

Perimeter network to private 389, 636 Ports 389 or 636 can be used
for LDAP or Secure LDAP
(LDAPS) authentication traffic
to the LDAP servers.

Perimeter network to private ~ Appropriate Service Ports for =~ Whatever ports the application
application in question uses. For example, TCP 8080
for a Tomcat application.
HTTP(S) for a web application.

Unified Gateway with XenApp, XenDesktop, and XenMobile

We will cover this in greater detail in Module 10. Llke NetScaler Gateway, Unified Gateway can
interface with all Citrix services. Unified Gateway will provide a single access point to all Citrix
services and other services.

Unified Gateway with Other Applications

Unified Gateway can proxy to almost any web application. Some of the common web applications
include:

o Intranet Applications - NetScaler creates a custom URL to any internal web application. You
must provide application’s root relative URL and site strings. The site strings are derived from
the real URL of the application in question.
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«  Software as a Service (SaaS) - Typically externally hosted applications such as ShareFile,
SalesForce, Office 365, or SAP that require authentication. NetScaler Unified Gateway supports
full VPN to these applications. Unfed Gateway can also manage authentication and SSO. Can
also manage SAML attributes when required. This requires configuring a SAML profile.

o A load balancing virtual server on the NetScaler - The web application can be a virtual server
on the NetScaler itself.

o Clientless Access - Provides a client fee access method to web services such as Outlook Web
Access, or Sharepoint.

Client Connection Methods

Users can use any of tthe following methods to connect to network resources via NetScaler Unified
Gateway:

»  Citrix Receiver - Contains all Citrix plug-ins installed on the user device.

«  Receiver for Web - allows user connections to applications, desktops, and ShareFile by using a
Web browser.

o Worx Home - allows users to access WorxMail, WorxWeb and mobile apps from their iOS and
Android devices.

o NetScaler Gateway App for iOS and Android
o NetScaler Gateway Plug-in for Windows, Mac OS X, or Linux
o NetScaler Gateway Plug-in for Java

» Clientless Access - provides basic access without installing user software

Unified Gateway Configuration Wizard

The configuration wizard manages the configuration of all the basic components to setup Unified
Gateway:

o The Unified Gateway virtual server

o The SSL server certificate for the Gateway virtual server

«  Authentication - Primary and Secondary

o  Portal theme and optional customization

o The applications users will access via Unified Gateway such as XenApp or ShareFile.

e A non addressable VPM virtual server

o A content switching Virtual server with the Unified Gateway server as its target.

The configuration wizard does not manage basic NetScaler setup such as NetScaler owned IP
addresses, VLANS, routes, licenses, and HA.:
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Unified Gateway Traffic Flow in Double Hop DMZ

There are four communication stages involved:

t StoreFront or the
Web Interface Server Farm
Steps Steps
=88
Web Browser Steps 1S;e1pz 15 Steps Server Running
1,2,3,8,9 I 13,14 STA and XML Service
—i ’4 > .4 Steps >
. . 17,18
Step 20
NetScaler NetScaler Server Running
Gateway Gateway Proxy Published Applications
J

Citrix Receiver

e  Authentication

o  Session Ticket Creation

o Portal and EULA customization wizard.
o Initiation of Citrix Receiver

o Connection Completion
Authentication Traffic Flow

o User types the Gateway FQDN into a browser

o NetScaler Gateway in DMZ receives request

o NetScaler Gateway directs connection to the StoreFront server.
«  StoreFront sends credentials to Citrix XML service

»  Citrix XML service authenticates user

o  Citrix XML Service creates a list of the published applications to which user is authorized to
access and sends list to StoreFront server.

Session Ticket Creation

o StoreFront communicates with XML service and Secure Ticketing Authority (STA) to produce
a ticket for each published application to which the user is authorized to access

o The STA then sends the requested session tickets to the Web Interface. Each session ticket
includes an alias that represents the IP address of the server that hosts the published
application, but not the actual IP address.

o The StoreFront server generates an ICA file for each of the published applications. The ICA file
contains the ticket issued by the STA. The StoreFront server then creates and populates a web
page with a list of links to the published applications and sends this web page to the web
browser on the user device.
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Starting Citrix Receiver

Receiver initiates an ICA connection to NetScaler Gateway

The NetScaler Gateway in the first DMZ communicates with the Secure Ticket Authority
(STA) in the internal network to resolve the alias address in the session ticket to the real IP
address of a computer running XenApp or StoreFront. This communication is proxied through
the second DMZ by the NetScaler Gateway proxy

The NetScaler Gateway proxy in the second DMZ passes the ticket validation request to the
STA in the internal network. The STA validates the ticket and maps it to the computer running
XenApp that hosts the published application.

The STA sends a response to the NetScaler Gateway proxy in the second DMZ, which is passed
to NetScaler Gateway in the first DMZ. This response completes the ticket validation and
includes the IP address of the computer that hosts the published application.

NetScaler Gateway in the first DMZ incorporates the address of the XenApp server into the
user connection packet and sends this packet to the NetScaler Gateway proxy in the second
DMZ.

The NetScaler Gateway proxy in the second DMZ makes a connection request to the server
specified in the connection packet.

The server responds to the NetScaler Gateway proxy in the second DMZ. The NetScaler
Gateway proxy in the second DMZ passes this response to NetScaler Gateway in the first DMZ
to complete the connection between the server and NetScaler Gateway in the first DMZ.

NetScaler Gateway in the first DMZ completes the SSL/TLS handshake with the user device by
passing the final connection packet to the user device. The connection from the user device to
the server is established.

ICA traffic flows between the user device and the server through NetScaler Gateway in the first
DMZ and the NetScaler Gateway proxy in the second DMZ.
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Basic Load Balancing Manual

Overview

NetScaler load balancing distributes end-user requests for web pages and other protected
applications across multiple servers that host or mirror the same content. You use load balancing
primarily to manage end user requests for heavily used applications, preventing poor performance
and outages and ensuring that users can access your protected applications. Load balancing also
provides fault tolerance; when one server that hosts a protected application becomes unavailable,
the feature distributes end-user requests to the other servers that host the same application.

After completing this module, you will be able to:

o  Explain basic load balancing concepts for a NetScaler system.

o Configure a basic load balancing setup.

o  Explain why monitors are used in a load-balancing configuration.
o+ Identify the different load balancing methods.

« Identify the different session persistence methods.

o Verify load-balancing configuration.
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L oad-Balancing Basics

Router

Client

HTTP
Citrix NetScaler

(Least loaded) Service-HTTP-2

Service-HTTP-1

In a load-balancing configuration, the load-balancing virtual server is logically located between the
client and the farm and manages traffic flow to the servers in the farm. On the NetScaler, the
application servers are represented by virtual entities called services.

A load-balancing setup includes a load-balancing virtual server and multiple load-balanced
application servers. The virtual server receives incoming client requests, uses the load-balancing
algorithm to select an application server, and forwards the requests to the selected application
server.

The load-balancing virtual server can use any of a number of algorithms, or methods, to determine
how to distribute load among the load-balanced servers that it manages. The default load balancing
method is the least connection method, in which the load-balancing NetScaler forwards each
incoming client connection to whichever load-balanced application server currently has the fewest
active user connections.
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Entities in the NetScaler system are any configurable objects that are used with NetScaler features.
Each entity is given a name when created. The entity name is used to associate the entity with a
NetScaler feature. Entity names on the NetScaler system can have a maximum of 127 characters.
The most commonly used entities are listed below.

Server A server entity identifies a physical server and provides the IP
address of the server. If you want to use the IP address of the server
as the name of the server object, you can enter the IP address of the
server when you create a service, and the server object is then
created automatically. Alternatively, you can create the server object
first and assign it an FQDN or other name and then specify that
name instead of the IP address when you create the service.
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Service

Service Group

Load-Balancing Virtual
Server

Monitor

Server Creation

A service entity can be a logical representation of the application
server itself or of an application running on a server that hosts
multiple applications. A service is defined by an IP address, port,
and protocol combination used to route requests to a specific load-
balanced application server. The service identifies the type of traffic
associated with a given server. You can configure multiple services
for the same server. For example, you can configure a server to run
HTTP, FTP and TCP services/applications. The NetScaler system
directs traffic to the server using the appropriate service. When you
create a service, you associate it with a server. For load balancing,
you bind services to virtual servers. Based on these services, the
virtual servers will then load-balance traffic across the available
servers.

A service group is a collection of services identified by IP address or
server name. In a service group, any management changes made to
the group are propagated to all members of the group.

A virtual server is an aggregated system entity that usually
comprises multiple servers and services. Rather than traffic being
routed directly to the server, it is sent to a virtual server, which then
makes a decision about which server to forward the traffic to based
on the services bound to the virtual server. The state of the virtual
server determines whether the client requests are accepted. You
need to specify the protocol, VIP and the port.

A service monitor tracks a service and ensures that it is operating
correctly. The monitor periodically performs a health check on each
service that it is assigned. If the service does not respond within the
time specified by the timeout, and a specified number of health
checks fail, that service shows as DOWN. The NetScaler system
then skips that service when performing load balancing until the
issues that caused the service to stop responding are fixed.

Before a NetScaler system can begin load balancing for physical servers in the environment, you
must first create server and service entities that represent these servers.

You can create servers explicitly as named entities before creating services. You then create the
service and reference the existing server object. However, if you create the service first, the system
automatically creates a server object based on the IP address used when configuring the service.
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When you create a server, you must identify it by specifying its IP address or domain name. If you
specify the domain name, you can later change the IP address of the physical server without having
to modify the entry in the list of servers on the NetScaler. The domain name is resolved to an IP
address that is specified in an address record on the DNS.

For more information about creating a server, see Citrix product documentation at

http://docs.citrix.com.

Server Configuration Parameters

The following parameters will be used to configure a server:

name

ipAddress

domain

ipv6Address

state

comment

© Copyright 2016 Citrix Systems, Inc.

The name assigned to the server. This alphanumeric string is
required. The name must not exceed 127 characters, and the leading
character must be a number or letter. The following characters are
also allowed: at (@); underscore (_); dash (-); period (.); colon (:)
and space ().

IP address of the server, in either IPv4 or IPv6 format. If the server
is not reachable from the NetScaler system or is not active, the
service shows as DOWN.

Domain name that resolves to the IP address that represents the
server.

Resolve the domain name to an IPv6 address. Possible values: YES,
NO. Default: NO.

The initial state of the server. Possible values: ENABLED,
DISABLED. Default: ENABLED.

A comment to help identify the server. Maximum length: 255
characters. To include spaces in a comment that you type on the
NetScaler command line, enclose the entire comment inside
quotation marks. The quotation marks become part of the
comment. They are not required if you use the configuration utility.
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_ For more information about NetScaler system limits, see Citrix Knowledge Base article
} CTX118716 at http://support.citrix.com.

To Create a Server Using the Configuration Utility

In the navigation pane, expand Load Balancing, and then click Servers.

In the details pane, click Add.

In the Create Server dialog box, specify values for the following parameters:
o Server Name-name

o IP Address-ipAddress

+ Domain Name-domain

»  Enable after Creating-state

o Comment-comment

4. If you specify the domain name of the server and you want the domain name to be resolved to
an IPv6 address, select the IPv6 Domain check box.

5. Click Create and then click Close.

The server you named appears in the Servers pane.

Service Monitoring

The purpose of service monitoring is to check the state of the services periodically. Monitors specify
the types of requests sent to a service and the expected response from the service; this probe is
known as a health check. If a service responds appropriately to the health check within the specified
period of time, the state is marked as UP and requests continue to be directed to that service. If,
however, a service fails a health check, the state is marked as DOWN and it no longer receives
requests.

Each service defined on the NetScaler system requires some form of monitoring to ensure that
requests are not sent to an unavailable service. Depending on the type of service, different kinds of
monitoring may be required. Each monitor type requires its own set of parameters.

The function of a particular service must be considered when defining monitors. Is a completed
three-way handshake enough to verify that the service is running? Does the service rely on other
services in the enterprise to function? While the default monitors facilitate simple deployments,
many environments are better served with the additional types of monitors available in the system.

r _ The state of a service is maintained across high-availability pairs.
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Services Configuration Overview

After you enable the load-balancing feature, you must create at least one service for each
application server that is to be included in your load-balancing setup. The services that you
configure provide the connections between the NetScaler and the load-balanced servers. Each
service has a name and specifies an IP address, a port, and the type of data that is served. If you
prefer to identify servers by name rather than IP address, you can create server objects and then
specify the name of the server instead of its IP address when you create a service.

Services Creation

A service entity represents an application running on a server entity and is identified by a unique
IP address/port combination. The service defines the traffic type between the NetScaler system and
a server. Services must be bound to virtual servers before the NetScaler system is able to load
balance incoming traffic between servers.

Before you create a service, you need to understand the different service types and how each is
used. The following list describes the most common types of services supported on the NetScaler
system. For more information about service types, see Citrix article CTX132359 on
http://support.citrix.com.

ANY Used for servers that accept any type of TCP, UDP, or ICMP traffic.
The "ANY" parameter is used primarily with firewall load balancing
and link load balancing.

DNS Used for servers that accept DNS traffic, typically nameservers.

HTTP Used for load-balanced servers that accept HTTP traffic, such as

standard websites and web applications.

FTP Used for servers that accept FTP traffic. You can also use TCP or
"ANY" service types for FTP servers.

SSL Used for servers that accept HTTPS traffic, such as e-commerce web
sites and shopping cart applications. The SSL service type enables
the NetScaler system to encrypt and decrypt SSL traffic for your
secure web applications.
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Used for servers that accept many different types of TCP traffic, or
that accept a type of TCP traffic for which a more specific type of
service is not available. You can also use the ANY service type for
these servers.

Used for servers that accept non-HTTP-based SSL traffic to support
SSL offloading.

Used for servers that accept SSL traffic when you do not want the
NetScaler system to perform SSL offloading.

Used for servers that accept UDP traffic. You can also use the ANY
service type.

NNTP (Network News Transfer Protocol) is the predominant
protocol used by computer clients and servers for managing the
notes posted on Usenet newsgroups.

Used for servers that accept UDP-based Session Initiation Protocol
(SIP) traffic. SIP initiates, manages and terminates multimedia
communications sessions and has emerged as the standard for
Internet telephony (VoIP).

Used for servers that accept DNS traffic, where the NetScaler system
acts as a proxy for TCP traffic sent to DNS servers.

Used for servers that accept Real-Time-Streaming-Protocol (RTSP)
traffic. RTSP provides delivery of multimedia and other streaming
data.

Used for servers that accept DHCP traffic. The DHCPRA service
type can be used to relay DHCP requests and responses between
VLANES.
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DIAMETER Used for load balancing Diameter traffic among multiple Diameter
servers. Diameter uses message-based load balancing.

SSL_DIAMETER Used for load balancing Diameter traffic over SSL.

MYSQL Used for traffic associated with MySQL database servers.

MSSQL Used for traffic associated with Microsoft SQL servers.

RDP Used for remote desktop traffic.

RADIUS Used for traffic associated with Remote Authentication Dial-In User

Service (RADIUS). RADIUS supports combined authentication,
authorization and auditing services for network management.

When the service is created, the service type is specified by identifying the protocol/traffic type in
use. The different service types available on the NetScaler system provide the ability to handle the
traffic appropriately.

The use of both server entities and service entities allows the application running on a server to be
abstracted from the physical entity. This abstraction allows each service running on a single server
to be treated independently of each other.

Services are designated as DISABLED until the NetScaler system connects to the associated load-
balanced server and verifies that it is operational. At that point, the service is designated as
ENABLED. Thereafter, the NetScaler system periodically monitors the status of the servers and
places any that fail to respond to monitoring probes, called health checks, back in the DISABLED
state until they respond.

Service Configuration Parameters

The following parameters will be used to configure services.

name Name of the service. This alphanumeric string is required and
cannot be changed after the service is created. The name must not
exceed 127 characters and the leading character must be a number
or letter. The following characters are also allowed: at (@);
underscore (_); dash (-); period (.) colon (:) and space ().
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serverName Either the name of a previously created server object, or the IP
address of the load-balanced server that hosts this service, in either
IPv4 or IPv6 format. When you provide the IP address of the
service, a server object is created with this IP address as its name.
You can also create a server object manually and then select the
server name instead of an IP address from the drop-down list box
that is associated with this field. If the server is not reachable from
the NetScaler or is not active, the service is designated as DOWN.

serviceType The type of connections that the service will handle. Possible values:
HTTP, SSL, FTP, TCP, SSL_TCP, UDP, SSL_BRIDGE, NNTP, DNS,
"ANY", SIP-UDP, DNS-TCP and RTSP. Default: HTTP.

port Port on which the service listens. The port number must be a
positive number not greater than 65535.

To Create a Service Using the Configuration Utility

In the navigation pane, expand Load Balancing, and then click Services.
In the details pane, click Add.
In the Create Service dialog box, specify values for the following parameters:
o  Service Name-name
o Server-serverName
o Protocol-serviceType
o Port-port
4. Click Create and then click Close.

The service you created appears in the Services pane.

Service Groups

Configuring a service group enables you to manage a group of services as easily as a single service.
For example, if you enable an option such as compression, health monitoring, or graceful shutdown
for a service group, the option is enabled for all the members of the service group.

After creating a service group, you can bind it to a virtual server and you can add services to the
group. You can also bind monitors to service groups.

The members of a service group can be identified by IP address or server name. Using domain-
name based (DBS) group members is advantageous because you need not reconfigure the